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OGC 77-3636
7 June 1977

MEMORANDUM FOR: Director of Central Intelligence

FROM B 25X1
General Counsel

SUBJECT : PRM/NSC-11 Subcommittee Reports to the SCC

1. Action Requested. None. The several attachments, none of which
unfortunately makes very light reading, are for your information.

2. Background: As you know, PRM/NSC-11 established a subcommittee
under the direction of the Attorney General, known popularly as the Part 1
subcommittee (the reference being to the operative paragraph in PRM/NSC-11),
to review the adequacy of various existing laws relating to intelligence activities.
This subcommittee has been chaired by John Harmon, Assistant Attorney
General, Office of Legal Counsel, and I have served as your representative.
State, DOD, OMB and the NSC were separately represented. The first sub-
committee product was the draft legislation dealing with electronic surveillance
carried out within the United States for the purpose of gathering foreign intel-
ligence or counterintelligence. This legislation, the Foreign Intelligence
Surveillance Act of 1977, was considered at a SCC meeting on 14 April,
attended by both you and me, and it has been introduced in the Congress
and will shortly be the subject of hearings both before the Senate Judiciary
Committee and the SSCI. The remaining fruits of the subcommittee labors
are attached. They are all in the form of reports to the SCC and presumably
will be considered at one or more SCC meetings yet to be scheduled. The
reports deal with, respectively:

(a) Intelligence Charter Legislation (Tab A)

This report recommends that another subcommittee be formed, to include
representatives of all SCC members (this could be accomplished simply by
perpetuating the Part I subcommittee and giving it a2 new assignment), to
take on the job of drafting intelligence agency charter legislation. The SSCI
head start in this charter-drafting enterprise is cited as a reason for the urgency
of this recommendation. Once the proposed subcommittee is established, the
report envisions (as does the memorandum from the Secretary of Defense to
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to Dr. Brzezinski dated 26 May 1977) that its initial efforts will be directed

to the so-called "abuse" questions (electronic surveillance abroad, unconsented
physical searches, clandestine collection and covert action, etc.) » with the
structural and organizational questions, characterized as more complex, left
for second-stage consideration. The idea would be to have the whole package
together by 30 September and in the interim to negotiate with the SSCI about
each separate piece as drafts are made ready and approved by the SSC.
[Brown's memorandum to Brzezinski, by contrast, suggests a deadline of

6-8 weeks, which I regard as totally unrealistic, for the drafting of legislation
on the "abuse" questions, with no deadline specified as to the structural and
organizational questions.] John Harmon understands that you oppose any
deferral of the community organization issues and that you will be pressing
for prompt resolutian of those issues.

(b) Unauthorized Disclosure of Sensitive In.formation (Tab B)

This report deals with the problem of leaks of national security information.
Its recommendations are essentially negative, except for a proposal that another
hard look be taken at E.O. 11652, which is the basic directive governing the clas-
sification system. [The latter proposal requires no action by the SCC since
a thoroughgoing review of E.O. 11652, to be completed by 15 Septemher, has
already been mandated by PRM/NSC-29 dated 1 June 1977. Per your decision
of 18 May, ﬁf this Office will serve as your representative on
the review committee, which will be chaired jointly by as yet unappointed
members of the NSC and Domestic Council staffs.]

There is a CIA dissent to this report, which I wrote and forwarded to
you for information on 2 June. The point of the dissent has to do with the way
in which the report defines the problem. AsI see it, except in special situations,
leaks are not punishable under existing law - that is, for example, if Messrs.
Boyce and Lee had given the‘ ‘documents to the press instead of
the Soviets, in my view there would not have been any prosecution, nor even
any legally supportable basis for any prosecution, apart possibly from a
charge of theft. The report, on the other hand, takes the position that existing
statutory authorities are by and large adequate, and that the real problem is
that, for various reasons, particularly intelligence agency refusals to agree in
advance to declassify the materials needed for use as evidence in prosecution,
there is no vigorous program of enforcement.

(¢) The Freedom of Information and Privacy Acts (TabVC)

This report does not recommend a push for legislation to add some
new exemption to the FOIA or to otherwise broadly amend the statute.
We initially had urged the subcommittee to recommend that legislation
be sought exempting certain intelligence agency files from FOIA
review and disclosure requirements, on grounds that the heavy
administrative burdens imposed by the statute are not justified in
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public benefit terms, given the small amount of information that is ultimately
released. But the case we made on this score was unpersuasive, and the
prospect of favorable action in the Congress would be poor even if our case
were much better than it is, so in the end we gave up the chase.

This report does put forward one more rmodest proposal, namely that
an effort be made to obtain legislation amending the FOIA to restrict the rights
that it confers to U. S. citizens and permanent resident aliens, that is, to
exclude foreigners from the class of eligible requesters.

(d) Executive Order 11905 (Tab D)

This report recommends a set of revisicns, largely of a housekeeping -
variety, in E.O. 11905. It does not address Section 3 of the order (Control
and Direction of National Intelligence Organizations) or any of the substantive
questions concerning the structure of the intelligence community. Rather it
concerns itself in the main with the clarification of provisions of the Order that
have proven to be confusing, ambiguous or unworkable, and with the correction
of inadvertent errors of omission or commission that were made when the Order
was originally drafted early in 1976. Among other things, it is proposed that

the role of the DEA in the intelligence community be recognized (see pages
43-45).

The bulk of the report (pages 18-43) is devoted to consideration of a
single controversial issue - whether and how far there should be a revision of
Section 4(a) (5) of E.O. 11905, which requires senior officials of the intelligence
community to report to the Attorney General "that information which relates
to detection or prevention of possible violations of law by any person, including
an employee of the senior official's department or agency.” The dispute does
not revolve around mandatory reporting of official abuses or possible law
violations by intelligence agency employees, which all agencies regard as a
proper requirement and which in any event is covered by separate statute,

28 U.5.C. 535(b), applicable to all executive departments and agencies,
Rather the dispute centers on the language of Section 4(a)(5) that obligates
senior intelligence officials, alone among all executive branch officials, to
report possible law violations by all persons, including persons having no
connection with the conduct of intelligence.

We have favored the elimination of Section 4(a)(5), the effect of which
would be to put intelligence agency obligations back on a par with the obligations
that apply elsewhere within the executive branch. This option is discussed
on pages 21-28. The Justice Department favors retention of Section 4(a)(5),
modified however so as to narrow its scope by enumerating those particular

3
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possible offenses that would remain subject to a reporting obligation. This
option is discussed on pages 29-39, and other possible options are discussed
on pages 39-43. Our position is rational but probably unacceptable from

a political standpoint. My guess is that the Justice Department's compromise
position, which would represent a significant improvement if adopted,
represents the best bargain that is practical and attainable under the present
circumstances.

(e) Lack of Authority for Electronic Surveillance Abroad and Physical
Searches Within and Without the United States (TAB E-1)

This report proposes stop-gap measures, pending the enactment of
legislation (see item (a) above), in the area of electronic surveillance and
unconsented physical searches. These measures would take the form of a
delegation from the President authorizing the Attorney General to approve
electronic surveillance conducted by the CIA against U.S. persons abroad,

as well as certain unconsented physical searches conducted in the United
States, or conducted abroad and directed against U.S. persons, on the condition
however that no such unconsented physical searches are to involve break-ins or
non-consensual entries. These measures are made necessary, at least in the
eyes of the Attorney General, by the asserted absence of any outstanding
delegation of authority by the President that would permit Attorney General
approval of the activities in question. '

It is my view that the Atiuruey General already has the authority to
approve the activities in question, as evidenced by the existing electronic
surveillance and unconsented physical search procedures (see item (f) below)
implementing Sections 5(b) (2) and 5(b)(3) of E. O. 11905. Assuming the
need for a further grant of authority from the Pregident, however, the proposed
delegation, while limited, is probably adequate. = Only occasionally we will
ever want to engage in the activities the delegation does authorize the Attorney
General to approve (in CIA's case, electronic surveillance or unconsented
physical searches directed against a U.S. person abroad reasonably believed
to be an agent of a foreign power), and it is very unlikely that we would ever
want to engage in the activities the delegation does not authorize the Attorney

General to approve (breaking and entering to conduct an unconsented physical -
search) .

*/ In my written comments on an earlier draft of this report, attached at Tab E-2,
see pages 3~4, I suggested certain additions to the proposed delegation, intended
to clarify its applicability and the Attorney General's authority in the area

of international terrorism. These changes were not made. However, I am
informed by the responsible attorneys in the Office of Legal Counsel that their
failure to include my suggested additional language does not reflect a disagreement
but only their conclusion that the necessary authority is already implicit in

the proposed delegation as drafted.
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(f) Attorney General Procedures (Tab F)

This report discusses a number of problems that have arisen in regard
to the Attorney General procedures, issued during the last administration,
governing the interception of electronic communications by CIA and NSA (not

limited to SIGINT operations but including CIA audio and teltap operations
as well),

As the overall scheme is accurately summarized on page 2 of the report
the procedures in general operate

»

(1) to require the prior approval of the Attorney General
before any United States person may be targeted, which
approval can be granted only if the United States person
is an agent of a foreign power, — (2) to require the
destruction of all intercepted communications which
have a United States person as a party unless the
communication contains significant foreign intel-

ligence or other information specified in the procedures,
and (3) to require the deletion of the identity of any
United States person reflected in an intercepted
communication, even if he was not a party to the
communication, unless certain strict criteria

are met.

For the most part, these restrictions are said by the Justice Department to
reflect legal requirements from which there is no escape. In some part,
however, DOJ views the restrictions not as dictates of the law but rather
as expressions of policy. Itis with respect to the restrictions that fall in
this latter category, especially those that inhibit intelligence agency
support of federal law enforcement in the area of international narcotics
trafficking, that the debate is most heated, witness the discussion on pages
21-41 of the report.

As noted above, the Attorney General procedures require the destruction
of intercepted communications having a U.S. person participant, and the
deletion of the identity of any U.S. person who may be mentioned in an inter-
cepted communication, even though he himself is not a party to the communication,

* The definition of United States person in these
procedures is quite broad, including any person for
whom a warrant would be required if the electronic
surveillance were for other than foreign intelligence
purposes. Here too, the Attorney General's procedures
extend further than the mandate of Section 5(b)(2),
E.O. 11905.
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unless the communication constitutes significant foreign intelligence or one

of the several other criteria is met. As matters now stand, it is-not enough

to justify retention or dissemination that the communication contains information
concerning international narcotics trafficking, and as a consequence this sort
of information gets screened out and is lost to the enforcement agencies that
might put it to use.

Not surprisingly the enforcement agencies object to these restrictions,
the loudest complaints coming from DEA. CIA and NSA on the other hand
are content with the restrictions, since they tend to minimize the risk of
involvement in the law enforcement process and therefore to avoid pressures
(discovery demands, etc.) that can lead to a compromise of sources or
operations. DOJ believes that the CIA and NSA concerns are overstated
but is otherwise neutral in the debate. ts position is that these particular
restrictions are not legally required and can readily be lifted should the
SCC prefer that course.

This is a complicated business, but you should be aware that the
CIA/NSA stance is politically dangerous (because it leaves us open to
a charge that we are not supporting DEA and the federal narcotics control
effort to the extent we are legally free to do so), and that in my judgment
our stance warrants rethinking on its merits. I say that, however, without
a true apiireciation of the impacts, as for example on DDO or NSA record-
keeping systems, that might be produced if these particular restrictions
were to be relaxed or lifted.

You should also be aware that this report contains a very expansive
statement on intelligence agency authority to "participate" in law enforce-
ment activities (see pages 26-28). Assuming it is ratified by the SCC, that
statement will not be an unmixed blessing by any means, since we can
expect urgings from the law enforcement community, with DEA probably
again in the forefront, to "participate" to the fullest extent of our authority.

3. There is a lot in the attached reports to chew on, and this memorandum
is nothing more than an overview. I am certain you will want more detailed
briefings before the SCC meets to consider these reports.

25X1

Attachments

_SEGRET
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June 1, 1977

Subcommittee Report to the SCC
Executive Summars

Re: Unauthorized Disclosure of Sensitive Information

The attached report to the SCC is made pursuant to
PRM/NSC-11 by the subcommittee acting under the direction
of the Attorney General.

The report addresses the problem of unzuthorized dis-
closure of classified information. Because this problem
relates directly to the classification system itself, the
report concludes that a thorough review of that system is a
necessary first step to any resolution of the problem of leaks.
In addition, the report notes that the existing criminal laws
barring the unauthorized disclosure of certain specific kinds
of classified information have not been enforced over several
Administrations because of the various political and Security
costs involved in investigating and prosecuting leaks.

The subcommittee concludes that the same, policy reasons
which have precluded the investigation and prosecution of leaks
in the past are still relevant and that the price for passage
of legislation generally criminalizing the unauthorized dis-
closure of classified information is a price too high to pay
for the marginal utility of such legislation.*/

Other means of addressing the problem of unauthorized
disclosures are also discussed, e.g., reducing access,
Secrecy Agreements, disciplinary measures, civil actions,
increased use of polygraphs, and the conclusion is that no
feasible option is likely to have more than the most marginal
impact on leaks, while each option has significant negative
costs. *x/ :

*/ The CIA dissents from this conclusion. Tts conclusion and
- the reasons therefor are attached as Appendix 1.

**/ The Department of Defense takes exception to the thrust of
the subcommittee's report on Secrecy Agreements and in addition
wishes to emphasize the importance of investigating leaks even
if prosecution is not the desired end. The Department of De-
fense's views are attached as Appendix 2.
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REPORT TO THE SCC PURSUANT TO PR/NSC-11

Re: Unauthorized Disclosure of Sensicive lnformation

Leaks of sensitive information have plagued the Govern-

<i

ment for a number of years, and in recent years as a result

of a growing distrust of the Executive and investigations of

int GlligELLC
*/

numerous, There has been a consistent sense of LLUbtfaLloq

e

1! 1 1 1 -
i

agencies such leaks have bean relatively more
on. tﬁe part of the Executive at the apparent inability to
také'effective actionAagainst'ieaks. - |

The information leaked 1n.3uét the pasL.s ral years
has included military secrets, forF]vn'policv'secrets and
1ntellL0 ncersecrets——tne latter two belng the most sénsétloﬁal
drdinarily suéh‘iﬁformation is classified pursuant to E. b.
11652, which réquires a detefminatiﬁn at the minimum that
information to be classified; if_discloSed without author-
ization,v”could reasonably be expected to cause damage ﬁo the
national security.'" 'This is the basic Executive-wide standard

for determining which information is to be protected against

i/”Leaks," for purposes of this report, refer both to anony-
mous leaks to the press and to attributed publicatisons by
persons who previously had access to classified information.
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unauthorized disclosure, and the application of certain crim-
inal statutes turn on whether information is so classified.

See 18 U.S.C. § 798, 50 U.S.C. § 783(b) & (c). As such, the

Order as written and the practice undex it cannot be separated
from the problem of leaks.

E.O0. 11652 was issued in 1972 in an attempt to correct
the problems perceived in E.0. 10501, as amended, which had
been the basis for the classification system. The perceived
problems included rampant overclassification, the lack of an
effective downgrading and declassification process, and too
widespread authority to classify inmformation. E.O0. 11652,
therefore, significantly réstricted the'ﬁumber of persons
who could originally claséifyvinformatioﬁ Secret or Top Secret,

created schedules for review and declassification of informa-

- tion exempted from sutomatie dowangrading and declassification,

prohibited overclassification and unnecessary classification,

" prohibited classification to conceal inefficiency, adminis-

trative error, or to prevent embarrassment to a person or
department, and created the Interagency Classification Review
Committee (ICRC) to ''review and take action to ensure com-

pliance" with the Order. WNevertheless, the same problems

remain today as before E.O0. 11652, with little significant

- 2 -
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change. That is, while the number of

o

ersons with original

classification authority for Top Secret and Secrot has bzen

cut, although the number is still larce employee may by

o

"derivative authority" classify documents.®*/ The

exemptions from the General Declassificarion Schedule

1

r

or

are overused, and information so exempt ne

o

d only be

reviewed after 10 years, and then only upon a request

N
. -

ir

for raview., And

jaud
&5
U
N
o
-
O

aily, thes prohi ion against over-
‘classification has simply been ineffective, and it may
be fairly ‘said that the greatest abuses have been at the
highest levels of Government, either through outright
overclassification or because information overclassified
at lower levels is mnot, when it comes to the attention
of higher authoritiés,‘pfomptly sent back for dowmgrading
or declassification. |

The rasult of these continuing problems is a cynical
attitude toward classified information by many in the
Executive Branch, Congress, and the public. This cynical

attitude is reinforced when classified information is

deliberately disclosed by responsible officials, yet the

%/ If information is extracted from a classified document,
Tt must be "derivatively'" classified. For example,
PRM/NSC-11 is classified Secret, but because it does not
indicate what information therein is and is not classified,
even the letters and numbers "PRM/NSC-11," should be
-classified Secret whenever referrad to in another document.
This obviously leads to unnecessary classification.

-3 -

Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0



Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0

, -/ v

1

information rewmains classified, e.g., PR/NSC-2 was

classifiied Confidential, but its entire substance was

briefed to th

]
v

Cr

press by the White House Prass Office
immediately upon its issuance.¥®/ While it is difficult

to assess the extent to which this eynical attitude i

&)

responsible for leaks, there are certain leaks which
may be failrly confidently attributed to this attitude,
e.g., many of the leaks originating from the House
Intelligence Committee. Perhaps more important, the
cynical attitude toward classified information in Congress,
where repeated statements assert that 997 of classified
information need not be classified, makes any new statute
either rationalizing the existing criminal penalties
in the manner of S. 1 or extending prahibitions, as
President Ford's suggested bill would have done, most
difficult, if not impossible, to pass.

The subcommittee recommends that a thorough review

of E.0. 11652 be made for the purpose of again attempting

%/ The widespread and blatant disregard for various pro-
visions of the Executive Order, e.g., Section 4(A),
condoned by thz silence of high authorities, if not
evidenced by them, further engenders a disrespect for

the Executive Order generally and raises questions about
attempts to maintain a strict standard as to other pro-
visions, i.e., prohibitions against unauthorized disclosure.

-4 -
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to devise systemic saleguards against cverclassification
but the subcommittee recognizes that no systemic changes,
absent Draconlan measures, can ever substantially alleviate
the problem of overclassification absent a strong and con-
tinuous commitment by those high in Government to scrutinize
closely everything they classify and everything which comes
to their attention under their delezations to'insure that
information is not classified or exempted from general down-
grading and declassification unless the information clearly
warrants it.

The subcommittee also suggests that substantial consid-
eratiqn be given to placing the oversight role, as the ICRC
and the NSC have under E.0. 11652, in an independent body
such as the I0B, which‘would not reflect the institutional

.biases that inevitably result when the proverbial foxes are

guarding the hen house.

Notwithstanding the limitations of E.O0. 11652, it
cannot be doubted ,that the majority of leaks would have
occurred whether or not the classification system itself
was perfect. And there is general agreement that the
Executive Branch's actions to combat leaks has been in-

effectual. 1Indezed, in the majority of cases no action

-5 -

Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0



~ Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0
. -

by those involved; in some the lack of action occurred
for lack of a decision.

To understand the reasons wiay a ccnscicus decision
not to investigate was made, and to assess the validity
of such decisions, it is necessary to dascribe the
‘limitations of current law, self—iﬁposed Executive Branch
limitations, and the costs of investigating and taking

action against leakers.

It has often been poiunted out that there exists no
law which generaily prohibits th=2 unauthorized disclosure
of classified information. The statutes which'speéifically
refer to classified info;mation, 18 U.S;C. § 798 and |
500 U.S.C. § 783, respectively prohibit the unauthorized
disclosure of classified communications intelligence
information and the unauthorizad communication of classified

information to an agent of a foreign government or a

%/ For purposes of the Report the formation of the
TPlumbers' Group and its activities, wrongheaded in its
conception and largely illegal in execution, ars counsidered
the equivalent of "no action,' because it was the per-
ceived inability to take other effective action which led
to the formation of .the "Plumbers."

..0’..
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member of a "Communist organization.'/  The Lspionage

Act, 18 U.S.C. § 793(d) & (&), prohibits the codnuanication
of "information relating to the national defense which
information the possessor has reason to believe could be
used to the injury of the United States or to the advantage
of any foreign nation' to a person mot authorized to
receive it. While the term "national defense'" has been
broadly construed to mesn 'a genzric concept of broad
connotations, referring to the military and naval establish-

ments and the related activities of national preparedness,"

Gorin v. United States, 312 U.S. 19, 28 (1941), it is

doubtful whether the term even so construed includes all
foreign relations matters and intelligence matters. For
instance, it would be difficult to characterize the infor-

mation in the Washington Post article dealing with

payments to King Hussein as information relating to the
national defense. Thus, many leaks have occurred which
do not seem to fall within the proscription of any crim-

. e /
inal statute., ==

»

%/ 42 U.S.C. § 2277 carries a $2,500 criminal fine for

the unauthorized disclosure of atomic energy information

which is "classified" pursuant to the statutory classifi-

cation systew for such information, see 42 U.S.C. § 2161
1y

—'The current bill to revise the criminal code will not
affect any of these statutes.

-7 -

Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0



Sanitized Copy Appro@for Release 2011/01/26 : CIA-RDP79MO0095A000300010001-0

“

:

Even where a leak might be covered by & criminal statute,

prosecution may be inadvisable. First, all of thez above

statutes require at the minimum that the information dis-
¥

closed be entered into evidence— and that the prosecution

prove either that it was classified or that it was in fact

national defense information. To do this requires declassi-

fication of the information and confirms the accuracy of the

alata
AR

information disclosed.—— In addition, in prosecutions under
18 U.5.C. § 793(6) or (e), it is necessary for the Government
to prove that the leaker could reasonably believe that the
information could harm the United States or aid a foreign
nation. On the oné hand, this can be exceptionally difficult
to prove, especially where no apparent harm éf aid has
resulted from the leak-(thisbwas the case in the Ellsberg

trial). Effective proof on this point may require Ffurther

Zi/This nmuch is probably constitionally required.

taata
IR

—~éecause at one time the FBI routinely investigated leaks
only to be informed after the expenditure of manpower and
resources that the affected agency would not declassify the
necessary information for prosecution, the FBI has now for
several years required agencies requesting investigations of
leaks to complete a form which in effect amounts to an agree-
ment to declassify the necessary information for prosecution.
Between 1965 and 1973 at least fourteen suspected leaks were
not investigated or prosecuted because the affected agency
would not declassify the necessary information.

- 8 -
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disclosure of classified information--eithsr the harm or aid
which has resulted or other classified information to demon-
strate how in context the information disclosed could harm
the United States or aid a foreign nation.

Because of the inadequate coverage of existing laws and
the difficulties involved in prosecutions vnder them, the
Executive Branch has attempted withoﬁt success since at
least 1957 to obtain new legislatiocn which would generally
criminalize the unauthorized disclosure of classified infor-
mation. A law providing criminal penalties for the unauthof-
ized disclosure of classified information by a Go&ernment
employee would close a loophole that exists in the law less
through conscious decision than through inadvertence. It

would be consistent with other laws which punish the unauth-

s

orized disclosure of information by Governman

t employees,
see 5 U.S.C. § 552a(i)(l> (information disclosed in violation
of the Privacy Act); 18 U.S.C. § 1902 (disclosure of crop
information); 18 U.5.C. § 1905 (disclosure of trade secrets
or.financial information required to be reported to the

Government); 18 U.S.C. § 1906 (disclosure of names of

borrowers or collateral for loans by a bank examiner).
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The subcommittee, however, has concluded that the co
of passage of such legislation if it could be passed at all,
probably outweigh the marginal utility such legislation would
have, at least at the present time. The subcommiftee is of
the view that until the Executive Branch has effectively
utilized the laws and mechanisms now available to it fo
prevent and investigate leaks, no new legislation should be
sought.

This conclusion is based on the fact that in the past
even where an effective statute was available, e.g., 18 U.S.C.
§ 798, no investigative or prosecutorial action has been
taken., The reasons for this lack of action are likely to
continue even if‘a law generally prohibiting the unauthorized
disclosure of classified information were enacted,

There are sever

a2l reoaenne whyv +ha B
e o Ead el il e 'ILAJ e Jo A N 2 £

to take action on leaks in the past. First, an investigation

may give added publicity to the leaked information or
confirm its accuracy, thereby compounding the problem.
Second, as the Daniel Ellsberg case illustrates, pro-
secutions against leakers may have an adverse, rebound

effect because of a perception that the Government is
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teying to cover-up wrongdolag or impropriaty

B )

perception is reinforced if the leoak

248 involv 2

of misconduct or wrongdoing. Thixrd,

[
(]

E)
ag

w
%)
H

-

o often

tracad to Congressional committees; investigations of

members of Congress or their staffs carry high political

costs. TFourth, leaks are often made to neswsmen who are

eithear protected from forced disclosure of their sources

1

or are prepared to stand in concempt raii than do so.

Fifth, the Department of Justice has consistently refused

to undertake criminal investigations unless the affected

agency agrees to declassify by time of trial the information

necessary to obtain a conviction, and intelligence agencies

have generally refused to make such an agreement. Sixth,

in some cases the affected intelligence azency has acted

|
|
»1
@

unilaterally or in concert with the intelligence service

of anothzr government in such a way as to taint any possible

case against the individual. Seventh, there has beea a
]

J wide-spread notion that leaks would gradually dry up as

investigations of, and the consequent interest in, intelli-

gence agencies' activities came to an end. Eighth, there

has been some skepticism whether investigative efforts

. it S A

within lawful boundaries would be able to determine the

source of leaks, the concern being that an uhproductive

investigation woulddemonstrate !the Government's impotence.

-'11 -
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Because these considerations cut across institutional
lines, in the past neither the White House, the affected
intelligence agencies, nor the Department of Justice has
been willing to push for investigation. Therefore, unless
and until all affected agencies jointly decide that the
price for investigation and vigorous prosecution is a price
worth paying to counter leaks, no additional lezislation
will>have more than the most marginal effectiveness. Moreover,
as the Executive has demonstrated that it is'unWilling to
investigate and prosecute leaks under a criminal statute
already on the books, 18 U.S.C.. § 798, there is little basis
for the Executive to request legislation prec! ibiting leaks
of classified information in other areas.

It has been suggested‘that civil penalties could be
utilized to punish leaks. Civil penalties could be of two
sorts--(1) civil fines or (2) disciplinary action against
current Executive Branch officers and employees. The first
would require legislation. 1In addition, where the leaker
was unknown many‘of the factors weighing against investiga-
tion would remain, and somé of the tools available to

investigate criminal offenses--e.g., the grand jury--would
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be unavailable. In the trial it would still be necessary to
introduce into evidence the classified material leaked,
thereby confirming the accuracy of the leak. Moreover, it
would be difficult to determine the scale 0f a civil fine that
would provide an adequate deterrence to those who stand to make
substantial sums by publishing their memoirs, Finally, it
would present an anomaly for disclosurs of crop information
to carry a criminal penalty, see 18 U.S.C. § 1902, but dis-
closure of national security secrets to carry a civil penalty.
The second option--disciplinary action against employees--
would not require new legislation. Such disciplinary action
could range from removal of a security clearance to suspension
and discharge of the employee, ggg‘S U.S5.C. § 7532. While
in most cases the employee would be entitled to a hearing
prior to discharge, it might be possible to avoid disclosure
of classified information in the hearing consistent with the
employee's due process and statutory rights.i This possi-
bility alone makes this an attractive option.
This option could, of course, only be utilized against

current members of the Executive Branch, and thus is limited.

~'Prior to or concurrent with an initiation of a program to
investigate and take disciplinary measures against employees,
a full review and probable rewriting of regulations regarding
such disciplinary actions will be required to assure that they

comport with statutory and constitutional requirements.
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Moreover, investigations to determine the identity of a
leaker will again be frustrated by the inability to compel
cooperation ox testimony. The ¥31I is of the view that in
the overwhelming majority of cases the leaker will not be
able to be found pursuant to such an investigation. Finally,
investigations for civil or disciplinary purposes suffer

some of the same cosis as criminal investigations, e.

pa

)
giving added publicity to the leak or confirming its
accuracy, creating the impression of a cover-up, and, if

the investigation is unsuccessful, demonstrating the
impotence of the Government.

I+ has been suggested that the use of pdlygréphs could
aid in such non-criminal investigations. The validity of
polygraphs has always been a subject of some doubt, but
the real utility of polygraphs is not in their ability to
distinguish ultimately between truth and falsehood, but in
their ability to intimidate persons into telling the truth--
either initially because they believe a lie will be caught
or after a lie, becausg the éxaminer reveals there has been
an indication of a lie and asks the quéstion again, giving
the person the opportunity to change his response. 1In’'a non-

criminal investigation a polygraph examination could only be

- 14 -
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Moreover, investigations to dete-mine the identity of a
leaker will again be frustrated by the inability to compel
cooperation o) testimony. The FBEI is of the view that in

the overwhelming majority of cases the leaker will not be
able to be found pursuant to such an investigation. Finally,
investigations for civil or disciplinary purposes suffer

some of the same costs as criminal investigations,_g.g.,
giving added publicity to the leak or confirming its
accuracy, creating the impression of a cover-up, and, if

the investigation is unéuccessful, demonstrating the
impotence of the Government.

It has been suggested that the use of pdlygréphs could
aid in such non-criminal investigations. The validity of
polygraphs has always been a subject of some doubt, but
the real utility of polygLaphs is not in their ablllty to
dlstlngulsh ultimately between truth and falsehood, but in
their ability to intimidate persons into telling the truth--
either initially because they believe a lie will be caught
or after a lie, because thekexaminer reveals there has been
an indication of a lie and asks the question again, giving

the person the opportunity to change his response. In'a non-

criminal investigation a polygraph examination could only be

F14 -
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adwinistered with consent, and traditional policy haas been
that refusal to undergo an examination results in no action

against or inference of guilt toward the refuser.— Moreover
] b4

& polygraph can never be more than an adjunct to other
laovestigative tools--the cost of using polygraphs would be
excessive unless its use is restricted to situations in which

the field of potential Suspects had been narrowed to a rather

small number.

It is current FBI practice'to»uée polygraphs in
security cases (including leaks) where it is deemed
worthwhile, and therefore unless their use is intended
to be substantially expanded, no change in policy is

required.

It has also been suggested that Ffurther resﬁricting
access to classified information could help alleviate the
problem of leaks. This could be effected in several
ways, e.g., reducing the humber of persons with security
clearances, with the highest security clearances, or
with codeword clearances; tightening the requirements for

access to classified information even among persons who

%/ While consent to undergo a polygraph exam probably could
be made a condition of employment in sensitive positions

or to hold security clearances, such a raquircment raises
other questions, see infra.

- .15 -
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have the proper clearancez; increasing compartmentation

Under E.O. 11652 before any person is allowed access
to classified information he must have been determined to
be trustworthy and his access to the infermation must be
necessary for the performance of his duties. A security
clearance is nothing more than the detecrmination that
a person is trustworthy. The [fact that one has»a sacurity
c¢learance should not mean that he has or should have access
to any particular classified infomation. As a practical
matter, however, the possession of the requisite security
clearance is often considered sufficient grounds for giving |
someone classified information. Therefore, cutting the
number of security clearaances in the Government is likely
to result in a certain diminution of unnecessary dissemination

of classified informatiom.

The question df a néed—to—know as a requisite to
access to classified information is often confused with
the granting of a security clearance, and some departments
and agencies do mot grant specific clearances until a

need-to-know has been established. iThe Subcommittee sug—~
gésts that fhe review of E.0. 11652 should include consid;
eration of changing the;grpunds for obtaining a security

clearancé, to require béth a determination of trustworthi-

ness and a need to work with classified information.

- 16 - v
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In additien, the Defense Department has had success
with periodic reviews of the need for perscns to have
security clearances--in the sense that the reviews have
resulted in substantial nuwmbers of security clearances being
removed as no longer necessary. The subcommittee recommends

that the review of E,0., 11652 should consider a requirement

- . P, - .
¢ reviews of ths

i

o A -
LY O XIS o

=
(

of period

Jede

CONECINUing necess

Jde

security clearances.

It must be recogniéed, however, that elimination . of
unnecessary security clearances will likely bring only

rginal results because those persons with unnecessary

clearances normally d» not in fact continue to have agéess.

And, further restricting access by a means 6ther than
reducing the number of unnecessary clearances would be of
even less utility. Executive Order 11652 already restricts
access to those who have a need-to-know, and access to
certain compartmented information is on a 'must know' basis.
These standards should be enforced--and generally are--but
it would seem that access to classified information within
the Executive Branch cannot be further restricted without
concurrently eliminating the newly established control and

review mechanisms.

- 17 -
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It is also questionable to what cxrent additional

£

restrictions on access would be cfrective in Stemming leaks,
The persons from the Executive Branch who have been identi-
fied with publicized leaks of classified information (i.e.,
Ellsberg, Agee, Marchetti, Smith, Kahn) would héve had

Justified access even under stricter standards. Moreover,

[

rom

with respect to untraced leaks apparently emanating
the Executive Branch, indications are that the persons
responsible are small in number and rather well placed. 1In
short, restrictions on access within acceptable limits are
not likely to solve the problem.

While it might be uséfﬁl té limit the number of Con-
gressmen who are currently briefed on cover:s activities
pursuant to the Hughes Amendment, 22 U.S.GC. § 2422, and while
the Exécutive Branch should encourage a;
sional action, even if successful it is unlikely that such
a limitation will meaningfully reduce the number of leaks.

Finally, the idga of creating more categories of com-
partmented information is criticized widely throughout the
Intelligence Community, which is already questioning the

cost-benefit relationship in the current compartmentations.
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The use of polygraphs as a condition of sccess to
certain information or to hold certain nositions. has been

suggested., Polygraph teéts now are vequired of applicants
for employment at CIA and NSA, with follow-up polygraph
examinations in the courée of their car=zers. Consent to
these examinations 1s a condition of both initial and con-
tinued employment. This;procedure has never suffered any
‘legal challenge or significant public disapprobation. While
it cannot be demonstrate& that these polygraph examinations
have deterred leaks, it is reasonable to conclude that
persons wishing continueé employment would be deterred from
leaking if subjected to periodic polygraph examinations.
Nevertheless, any méaningful expansion of polygraph
examinations is 1ikeiy té be met with criticism, and no
feasible expansion could hope to cover all possible sources
of leaks within the Execﬁtive Branch. Msany of the personnel
who fill the positions‘oﬁ have the access which would be
covered by an expansion gf the examinations are not career
employees, and thethreat:of périodic examinations may not
be meaningful to them beéause they expect to finish their
Government service beforé they are examined again. Finally,

!
certain agencies have expressed a loathing for polygraph

- 19 -
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examinations under such circumstancss, and it is likely
that many individuals because of their position or prestige
would feel insulted to be subjec;ed to such an ewamination,
and absent the most explicit Presidential direction, it
would be impossible to enforce the requirement against such
individuals.

It has also been suggested that the courts be used to
enjoin the publication of classified information. There are
- severe problems, however, in obtaining such injunctions,
Legally, there is some doubt whether with or without a
specific statute authorizing such injunctions a court may
ever enjoin the publication of information protected by the
First Amendment. Nevertheless, under existing case law, it
woﬁld appear that there are two situations in which an
injunction against the qulication of classified information
might be obtained. The first is when the publiéation neces-~
arily would result in substantial, direct, immediate, and

irreparable damage to this Nation. See New York Times Co. v.

United States, 403 U.S. 713 (1971) (Opinions of Brennan,

Stewart, Burger, Harlan, and Blackmun). Obviously, it would
take an extraordinary disclosure to meet this test, and this
injunctive power is therefore of little benefit except in
grave emergencies.

- 20 -
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The other situatlon is where an injunction may be
obtained to enforce a contract. This was ti

in United States v. Marchetti, 465 F.2d 1309 (4th Cir.),

cert. denied, 409 U.S. 1063 (1972), where the United

States obtained an injunction against the publication

of certain sections of a book by a former CIA employes,
The contract involved in that case was a secrecy agreement
mace by Marchetti in consideration for_his employment with

CIA. The success of the Government in tha Marchetti case

was quite limited in that substantial amounts of‘sensitive,
classified information were allowed to be published.
Moreover, injunctive relief premised upon secrecy agreements
cannot hope to limit meaningfully the unauthorized dis-
closure of classified inﬁormation, because it is the rére
situation where the Government will have the prior knowledge
of a disclosure mnecessary to obtain an injunction.

In E.O0. 11905 the President required all employees of
the Executive Branch and its contractors given access to
information containing sources and methods of intelligence,
as a condition of .obtaining access, to undertake a
Sccrecy Agreement. §§§_Séction 7. Except for the CIA,
however, which had already been using a Secrecy Agreement,
other departments and agencies failed to carry out fully the
mandate of the Section. ‘Some agencies failed to require |

"employees who already had access to execute agreements;

- 21 -
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some agencies utilized Secrecy Ozths, rather than ac nentsy

winilch are probably not Judicially enforczable, sce United

States v. Marchetti, supra; some agenciss did not require

the Agreement of all employees becausz it would be de-
-meaning or insulting to them; and some agencies are

still trying to develop the language for a proper Agreement.
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there are certain inharent problems with Section 7 which
render it fairly ineffectual even as to its limited
objecﬁives, i.e., to serve an édditional educational

and deterrent function and to serve as a basis for a
civil injunction as in the Marchetti case. On the one
hand, Section 7's Secrecy Agreecremt is limited to sources
and methods; it does nokt cover classified information
generally. In this respecf the Agreemant is underinclusive.
On the other hand, the Agreement purports to protect all
~sources and methods, not just that vhich is cléssified,
and it is doubtful whether a civil injunction can be
obtained with respect to non-classified information, see

,

United States v. Marchetti, supra. In this sense the

Agreement is overinclusive.

For the above reasons, this subcommittee has
recommended that Section 7 be deleted from E.O. 11905

and that the E.0. 11652 review should consider the

- 922 -
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jesifability of an improved Secrecy Agreemont for possible
inclusion in an amended E.0., 11652,

In any case, this subcommittee is of the view-that a
Secrecy Agreement will have only the most marginal, if any,
effect on leaks of classified information. As noted above,
the instances in which the Government will héve prior knowledge
of disclosure will be rare indeed and even in those cases
courts will be loathe to enjoin broadly what the Covernment
claims is classified. Moreover, the education and>deterrent
value of a Secrecy Agreementby itself is questionable; that
is, it is doubtful that it would add anything to the secrecy
oaths which have been required in the past, and, given the
nature of the leaks in the past, it seems most unrealistic
to think that a Secrecy Agreement would have deterred the
leaks.

CONCLUS ION ¢

Past experience indicates that there is an institutional
unwillingness on the part of the Executive Branch to accept
the costs and risks involvedAin criminal investigation and
prosecution of leaks of classified information. On that

basis, the enactment of new legislation to criminally punish

the unauthorized disclosure of classified information would

be a useless and politically costly exercise,.

- 23 -

Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0



Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0
o/

£

Because the decision whether or not to investigate or
prosecute has in the past béen made oxr not made haphazérdly
without interagency consideration of concerns beyond the
immediate leak, the subcommittee recommends that the SCC
require all agencies to report to it any lezk which has or
is about to be widely disclosed. The SCC as a group should
then consider the merits of investigating that leak civilly
or criminally not only in light of the particular leak but
also in terms of the likelihood of success in investigation

and prosecution and the deterrent effect on other leaks.

-~ 2 -
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MDVIORANDUM FOIL: PRAL/NSC-11 Subcommitiza Members
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General Counsel o e
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SUBJECT : Leaks of Classified Information . U
. 72_-'; el "’-"\
. SO
REFERENCE : Draft Report to the Special Coo

rdination Comm:‘Ltteec,:7 A
Same Subject, dated 27 May 1977, Prepared by DO 3

1. I 2m not in general agreement with the conclusions and recommendazions
crth in the referenced report. Nor do I believe those conclusions and re

endations reflect the positions expressed in the various papers submitied by

beommittee members, or in the Subcomimittee discussions, relating to

~e subject of leaks.

et

th

e

P A
oo
-
@
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oo

2. The central conclusion in the draft report is that it would be fruit-
less to seek legislation prescribing criminal penalties for the unauthorized
disclosure of classified information. That conclusion is said to be justifiad on
the grounds that (a) the widespread cynicism in the Congress about the
classification system would doom any proposed legislation that pegged criminal
liability to Executive Order 11652 or otherwise defined a crime of "leaking"
by reference to executive branch determinations that the information involved
was classified, and (b) the facts that no prosecutions have been brought, and
that few leaks have even been investigated, under the authority of existing
laws, specifically the espionage statutes, would make it difficult if not impos-
sible to explain the need for any new legislation, and indeed may demonstrate the
absence of any such need. The same circumstances that have contributed to
inaction in the past would, according to the draft report, likewise plagus the
administration of any new statute. One of these enumerated circumstances
is the policy adopted several years ago by DOJ, which dictates a refusal to
undertake any criminal investigation without an advance commitment from
the concerned agency to detlassify the information and documents determined
to be essentizl for purposes of prosecution.

3. In my judgment the draft report does not fairly state the issues for
consideration by the SCC. The fundamental problem is not, as the draft
report would have it, an unwillingness to pay the price of enforcement of existing
statutes, Rather the fundamental problem, which I believe the SCC must
understand clearly, is that there is no criminal statute that is generally
applicable, at least none that is clearly applicable, to the forms of 2

2 AT 8
- A
7;75_,‘1"0 .
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preciation of the statutory vacuum that ewists in this area is
P .

oress. An ap ¥
@ necessary predicate for an informed decision by the SCC 25 to whether
iegislative initiatives are appropriate. '

there are some narrowly

8 and 50 U.S5.C. §783,

that right support a prosecution under some circumstances, but their authority
is concededly very limited. When it comes to the more broadly worded
espionage statutes, 18 U.S.C. §§793(d) and (e}, there is serious doubt,

to put the best face on it,that they were ever intended to apply, or would

be constitutional if they were applied (which as a matter of historical fact

they have not been, with the lamentable exception of the Zillsberg case),

o tae conduct typically involved in the unauthorized leak. See ge
the Espionage Statutes and Publication of Defense Information 73 Col. L.

r
©

-t

supportable basis for prosecution,

5. Even assuming the state of existing law is as implied by the draft
report, the pros and cons surrounding the DOJ investigative policy should
be reviewed for the benefit of the SCC. The Key policy, pursuan' '~ which
no criminal investigation can be authorized absent an advance commitment that
the relevant information will be declassified, is neither necessary nor desirable
in our opinion. Our views in that regard are outlined in a letter from former
DCI Bush to former Attorney General Levi dated 1 December 1976 , a copy of
which is attached, and we believe these views should be laid before the SCC.
That is especially important if the basic issue framed for the SCC is the alleged
non-enforcement of existing statutes, rather than, as we perceive the true issue,
the non-existence of any applicable statute.

6. Assuming further that the SCC accepts the draf report's formulation
of the problem and accepts also the necessity of requiring declassification
decisions prior to investigation, there are 2 number of alternatives to the

do-nothing approach recocmmended in the draft report. Legislation along the
lines of the bill drafted by DOJ in March, which formed the basis for the earlier
deliberations of the Subcommittee, is one such alternative. That legislation,

2s we understood it, would have defined an offense in terms such that the
Government would not be required to prove the underlying significance of

the leaked information. That is » under this proposal, the validity of clas-
sification would not be an element of the offense, so long as there existed
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=z procedure f01 the independent review of the infermation, through which
the naad for con ed classification could b= tested prior to its disclosure
and so long as tl* 1 endant did not avail hims=If of the procedure. Another
eiternative would be legislation along the lines of H.R. 12406, as inwoduced
in the 94th Congress, which would not make punishabls the unzuthorized
cdisclosure of all classified information but rather would crezte 2 narrower
category of protected information, and which would leave the critical
evaluations as to the quality of that information to in camera determinations
by judges rather than determinations by juries following an open presentation
iev her
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be made in the context of a complete underst
and the range of possible options, which in our view th
not adequately describe.

ned in the draft report, let alone disc:

measured consideration
ssentially as recommended in the draft report, even though th

None of these alternatives, or any variation th

, the SCC would

ele
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he disc

a2 A3

=94 304

2552,

o

As matiers now stand, national secrets can be lsaked
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al for loans of any member bank of the
System, or bank insured by the FDIC, 18 U.S
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ereof, is even
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some—

more than slightly ludicrous about a situztion in which a government
oyee is leffally free to divulge information gravely dama
ity but is subject to criminal penalties if
information, 18 U.S.C. §1902, or, be he 2
depositors or collater

At 2 minimum,
however, any such decision by the SCC to accept the status

guo should only

ing of the presasnt realitie
drait report doas

impunity,
‘we are all frequent witnesses to such conduct. It may be that after full
ct to accept the status quo,

ging to the national
loses, for example,

the names of
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OFFICE OF GINERAL C2uMs2L
WASHINGTON, DL C. 2939]

June 2, 1677

MEMORANDUM FOR Mr. John Harmon
Acting Assistant Atiorney Gereral
Department of Justice
' AN N
FROM Robert T. Andrews N-{7 ¢
Senior Advisor to the General Counsel

Because of the time constraints*, the Department of Defense has
deferred submitting a redraft of the proposed Report to the Special
Coordination Committee on ' Unauthorized Disclosure of Classified
Information'. Instead, the DoD comments w-iil address only those

Investigation and Prosecution Under Current Laws,
=

The DoD perceives a need to place greater emphasis, in selected
leak cases, on prompt and vigorous investigations. Continued failure
to investigate the more flagrant disclosures is seli-defeating, One
impediment in initiating an FBI investigation is the DOJ's insistence
that the DoD, as well as other Agencies, agree in advance to declassify
the information for purposes of prosecution. VWhile the DOJ must
necessarily husband its investigative resources, it addresses the
problem solely in terms of its prosecutive intercsts, On the other
hand, the Departments and Agencies whose sensitive information has
been leaked, address the problem in terms of their management

" The May 27, 1977 proposed Report was received by DoD on May 31,
1977. It was immediately disseminated for comment o the Military
Departments and Defense Agencies concerned vith intelligence, investi-
gations and classification, and a meeting scheduled for the following
day. At that meeting, substantial revisioas and editing of the Report
were recommended, However, at the reguest of the Subcommittee
Chairman last evening, DoD is submitting a summary of its position,
rather than a rewrite of certain portions of the Report.
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interests, i.e., what are the facts behind the lealzs, what caused the
leak, and what corrective management actions are called for., As a
consequence, these competing interests olten result in a stalemate,
Thus, necither law enforcement nor management

tinterests are served.

DoD and ERDA are presently engaged in discussions with the
DOJ regarding the requirement for an advance commitment to declassi-
Iy information about warhead designs, yield and rcliability prior to an
investigation. The disclosures primarily involve Restricted Data and
Formerly Restricted Data, and the only means of resolving the impasse
appears to be through direct communication between the Heads of the

W

interested Departments. While this particular maticr is not one appro-
priate for resolution by the Special Coordination Committee, the Com-
mittee could dirvect that appropriate Government-wide guidelines be
drawn up which would permit an accommodation of the viecws expressed
above, One suggested remedy would be to authorize the FBI to conduct
what is essentially a ''civil investigation', as distinguished from a
"criminal investigation'

Introduction of New Criminal Legislation.

The DoD components concluded that legislztion making it a crime
for a Government official to disclose classified irformation in an
unauthorized manner would have a deterring effect, if enacted. It was
also noted that the legislation, if properly drawn, would pass constitu-
tional muster.

It has been DoD's experience that the present criminal statutes
involve substantial problems of proof (e.g., the Government must
show harm to the United States or benefit to a foreign power), and
risks of disclosure of classified information during the course of a
public trial, Further, it has found that the present laws are not
designed for use in security leak cases in which there is no suggestion
of deliberate espionage. Consequently, the Government's failure to
"utilize the laws now available' does not nscessarily lead to the con-
clusion that no new legislation should be sought.

New legislation, carefully drafted, could eliminate certain though
not all of the present areas of concern. However, such a legislative
proposal is inalterably linked to the security classiiication process.
Unless the sccurity classification system is policed, and applied

Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79MO00095A000300010001-0



Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP?9&OO95AOOO300010001-0
-

| S

judiciously and with restraint, there is little likelihood of cdnvictions
under such a statute., The classification study directed by PRM/N3C-29
of June 1, 1977 represents a proper step in this direction.

Of more immediate importance, however, is whether such a legisla-
tive proposal could be enacted by the Congress. Obviously, any new
criminal legislative proposal of this nature would stir up immediate
Congressional opposition from some quarters, and would involve con-
siderable ""political costs' in securing enactment. The Vice President's
recommendation that civil, rather than criminal sanctions be pursued,
should be considered before electing to introduce a criminal statute.
While civil fines would normaliy require legislation, consideration
should be given to including in the Secrecy Agreement prescribed by
Section 7 of E.O, 11905, a provision calling for liquidated damages, at
least in those instances in which code word material is involved.

Additionally, the Head of Departments and Agencies of the Execu-
tive Branch should be reminded of the requirement to "take prompt
and stringent administrative action' against security leak offenders.
See Section 13 (B) of E.O. 11652 and the National Security Council

_Directive of May 17, 1972 implementing that Order. Unle -~ and

until these and other administrative steps are taken, Congress will
surely turn a deaf ear to new legislation,

The CIA Memorandum of June 1, 1977 correctly describes the
existing state of affairs as a '"'statutory vacuum'', and properly notes
the absence in the Report of any discussion of already drafted legisla-
tive proposals to impose criminal sanctions for lcaks of national
secrets. However, unless Congress is motivated to act because of
new and startling national security disclosures, it is very unlikely
that such legislation will be favorably received.

Use of Secrecy Agreements

Contrary to the representations in the Report, a number of DoD
components has required the execution of Secrecy Agreements for a
number of years. In some instances, the Agreement is confined to
employees having access to intelligence sources and methods; in
other versions, it also extends to those having any access to classi-
fied information. The components using such agreements include
the Office of the Secretary of Defense, the Defense Intclligence Agency,

3
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the National Security Agency, certain intelligence elements of the
Military Departments, and employees of certain DoD contractors
involved in ''special access' programs.

DoD believes that these agreements have educational value and
serve as a deterrent. The terms of the Secrecy Agreement previously
presented by DoD, and concurred in by DOJ, should be considered for
Government-wide adoption, In our view, Section 7 of E,O. 11905,
calling for Secrecy Agreements, should not be repealed until such
time as E.O, 11652 is repromulgated, at which point this requirement
can be incorporated in the Secufity Classification Order,

Copies to: Herbert J, Hauszell
Legal Adviser
Department of State

‘ ‘ 25X1
General Counsel
Central Intelligence Agency

W. Bowman Cutter
Executive Associate Director for Budget
Office of Management and Budget

Samuel C. Hoskinson
Staff Member o
National Security Council

John B, Hotis
Legal Counsel
Federal Bureau of Investigation

Frederick A, O. Schwarz, Jr.
Office of the Vice President
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The Freedom of Information and Privacy Acts

-

The attached report contains the recommendations to the
SCC of the PRM-11 Subcommittee concerning the Freedom of
Information ("FOIA') and Privacy Acts.

Four issues were considered with respect to the FOTA.
These issues and the recommendations concerning them were
as follows:

(a) The administrative burden imposed om the Covernment
in genaral and the fact that with respect to intelligence
agencies very little material of general public interest is
made available because of the necessity of protecting classified
information and sources and methods, all of which are exempt
from mandatory disclosure. A related problem is the accumulation
of materials concerning requests which results from the lack of
a statute of limitations for suits challenging denials. The
subcommittee believes that nothing can be done at this time to
alleviate this problem. The Department of Defense dissents
with =espect to the statute of limitations.

(b) Exposure of classified material in in camera judicial
inspection and though acknowledging that an exempt record exists,
since in some cases making the mere existence of a record known,
may well in itself disclose classified information.

(¢) The incongrucus fact that foreign requesters are not
excluded from making FOIA requests and thus can burden the
intelligence agencies. The subcommittee believes that legislation
excluding foreign source requesters from using the FOTA would
be appropriate.

(d) The language in the Court of Appeals decision in
Weissman v. CIA, which suggests that the CIA cannot lawfully
investigate unwitting American citizens who are unconnected with
the CIA. The subcommittee believes that this is a problem of
the CIA's authority and not an FOIA problem.
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With respect to the Privacy Act, the subcommittee considered
five issues:

{(a) The lack of an exemption for inter- and intra-agency
memoranda which results in a stifling of candid discussion.
In lightof the fact that this issue was raised at the time the
Privacy Act was enacted, the subcommittee believes that nothing
can be done at this time to alleviate this problem. The Depart-
ment of Defense dissents.

(b) The concern that foreign government sources raise with
respect to the possible disclosure of information furnished in
confidence. The subcommittee is of the opinion ther this fear is
uniounded in thet existing exemptions should suffice to protect
this information.

(c) The inhibiting effect the required Privacy Act disclosure
has in pursuing foreign intelligence leads. The CIA has the power
to exempt itself from this requirement and the subcommittee believes
that a similar exemption should be sought with respect to intel-
ligence agencies of the Department of Dafense and the Security
Office of the Department of State.

(d) The confusion caused by the current LEAA regulations
and underlying statute with respect to the furnishing of state
and local police records to Federal agencies in connection with
personnel security investigations. The subcommittee believes
that the problem can only be rectified by amending the statute.
The Department of Defense dissents and recommends amendment
of the LEAA regulations.

(e) The administrative burden imposed by the Act. The
subcommittee does mnot believe that it would be worthwhile for
the intelligence agencies to attempt to get a broad revision of
the Act.
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Report to the Special Coordination Commit!ge Concerning
the Impact of the Frcedom of Information and Privacy Acts
on the Intelligence Community

1. Freedom of Information Act

(a) Administrative Burden

(1) Issues
A universal complaint about the Freedom of Information

Act (5 U.S.C. §552) ("FOIA") is that the Act imposes an exces-
sive administrative burden upon govermment agencies. Thus,
for example, the CIA's direct labor costs of responding to
FOIA requests during calendar year 1976 exceeded $740,000 and
those of Defense exceeded $4,720,000. Furthermore, in all
agencies a substantial amount of senior management time is
devoted to FOIA matters, at the expense of what management
believes to be the primary duties of the agencies. It is also
noted thatvlittle of public interest is released by the intel-
ligence agencies because the sources and methods statutes (50
U.S.C. §403(d)(3), 403(g)) fall within exemption 3 of the FOTIA
(5 U.S.C. §552(b)(3)) and the fact that much of the material
in the files of these'agenciesiis classified and thus exempt

from mandatory disclosure by exemption 1 (5 U.S.C. §552(b)(1)).

*/ The Department of State believes that the problems with
the FOIA are not unique to intelligence agencies and that the
President should establish an Executive branch committee to
determine what revisions to the FOIA might be appropriate.
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Particularly in the case of FOIA requests for information about
intelligence operations or specific topics of intelligence
interest, as opposed to requests by individuals for access to
their own files, an enormous amount of effort is expended to
produce a very limited amount of releasable information.

The lack of a statute of limitations for FOIA suits adds
to the burden. Agencies are now required to maintain files
relating to FOIA denials indefinitely because there is no
time limit within which suits must be commenced.

(ii) Options

(A) Accept present situation.

(B) Seek legislation establishing an exemption modeled
on exemption 7 as it was before the 1974 Amendments exempting

certain intelligence files from mandatory disclosure.

(C) Seek legislation exempting intelligence agencies from

the requirement that reasonably segregable portions of otherwise
exempt materials be made available.

(D) Seek legislation establishing a short statute of
limitations for suits challenging FOIA denials.

(iii) Recommendation

Do nothing. The prospects for legislation in this area do

not appear promising at this time. Congress has heard the burden

3
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argument at length and has not appeared particularly moved. The

argument that other responsibilities are slighted lacks impact

because proof of its truth oxr exawmples cof its consequences depend

2

in effect, upon proving a negative; i.e. that cercain activities

~were not being carried out because of the time davoted to FOIA

matters. The burden appears here to stay, at least for the
foreseeable future. However, in connection with oversight

hearings and on similar occasions, the opportunicy should b

1]

taken to begin to educate Congress about the problems in this
area and, in time, consideration should be given to a narrow

exemption aimed at the peculiar circumstances of the intelligence

agencies.

*//

The statutz of limitations problem seexs relatively minor.™

Furthermore, the preservation of files relating to denials seems
generally desirable in that it increases the likelihood of

consistent responses when similar requests are received.

(b) Possible Compromise of Classified Information

(i) 1Issues
There is some concern over the possible compromise of
classified information dﬁring the course of in camera judicial
review pursuant to FOIA. To date this problem remains theoretical;
nevertheless, it may be appropriate to direct the Freedom of

Information and Privacy Section of the Justice Department's Civil

Division to be certain to apprise a judge to whom classified

%/ The Department of Defense dissents. S22 Appendix A.

L
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information is transmitted of the requisite security reqguiremzncs.
The usual present practice of strenuously resistiagz such review
in intelligence cases, largely successful tdate, provides a
first line of defense and should be continuved.
A more difficult problem is presented by the situation in

which acknowledging that an exempt record exists in order to

eny an FOIA request discloses classified information. Thus,
for example, NSA notes that merely claiming an exemption in
response to an FOIA request gives rise to an inference NSA was
able to decipher some communication relating to the request.
This problem is, of course, somewhat similar to the one which

faced the CIA when reguests were made to it for documents

relating to the Glomar Explorer. To claim an exemption for

any such documents would be to acknowledge their existence as

CIA records and implicitly to acknowledge some connection between
the ship and the CIA. 1In those cases the CIA successfully took
the position that the very existence of the documents was, in
effect, classified and,gxempt from disclosure under exemptions

1 and 3 (5 U.S.C. §552(b)(1), (3)). Philliopi v. Central Intel-

licence Agencv, 484 F.2d 820 (D.C. Cir., 1975); Military Audit

Project v. Bush, 418 F.Supp. 876 (D.D.C. 1975). This approach
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i1s also being used in connection with sonme rznding casess involv-
ing signals intelligence and communicatzions security.
(ii) Options
(A) Continue present practice.
(B) Seek legislation specifically sanctioning agency
refusal to state whether or not a record exists on the ground

! PR, " . 2 < o+ £2 1 F ey ey oy -
nat such a statement would disclose classifiad informaition.

)

(iii) Recommendation

The Phillippi approach has been effective so‘far in dealing
with situations where disclosure of the existence or nen-existence
of a record would reveal classified information and wherelthe
agency in question has been brepared to provide affidavits to
that effect. Therefore, there does not appear to be any nead

for legislation in this area at this time.

(¢) Foreign-Source Requests

(i) 1Issues
The fact that fpreion requesters can impose a substantial
burden on an agency and obtain agency documents is galling to
many, and ingenious arguments have been made for excluding
foreign requesters from the benefit of the FOIA as it now is.

Unfortunately, all of these arguments run into the definition

-5 -
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of "person" in 5 U.S.C. §551(2) which cleaxly does not exclude
foreigners not resident in the United States. While the
Privacy Act (5 U.S.C. §552a) is limited to citizens and aliens
lawfully admitted for permanent residence, the same 1s not
true of the FOIA. Because of the overlap between these two
Acts, it is possible to avoid the Privacy Act limitation by
rnaking an FOIA request.
(ii) Options
(A) Do nothing.

(B) Seek legislation limiting FOIA access to citizens,

aliens lawfully admitted for permanent residence and associations

organized in the United States and having their principal place
of business within the United States; see, e.g., 22 U.5.C. §611
(b) (3).

(C) Seek legislation making the Privacy Act the exclusive
vehicle for requesters seeking information about themseives.

(iii) Recommendation

Seek legislation of the type described in (ii)(B), supra.

- This appears to be the narrowest way to attack a problem which

the intelligence community finds to be a significant irritant.
Adoption of the approach in (i1)(C) would have broader conse-

quences than necessary in that some information about themselves
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available to U.S. citizens under the FULs mzy nol necessacily

~ e

sice versa. Thus, such

M
{
D

be availavle under the Privacy Act, anc
an amendment would probably face a more difilculc legislative

I

A

7 to

]
[A3)

assace and would, indeed, be broader than 1s necess
P g 5

o

meet the concerns to which it is addresse
One difficulty with this recommendation is that it raises

the unpalatable possibility of the invescization of FOIA requesters.

I

“or the amendment depends

QO

Another is that the case to be made

)

more upon the illogic of permitting non-U.S. requesters to impose
upon the Government than upon any dexzonstrable harm to it. Never-

theless, sound arguments can be made for such an amendment.

(d) The Welssman Case

(1) 1Issues

In Weissman v. CIA, Civ. Act. No. 76-1565, D.C. Cir.,

January 6, 1977 amended and rehearing deniec April 4, 1977,
the court indicated, in connection with holding that exemption 7
was unavailable to the CIA in connection with records generated

concerning the investigation of unwitting Anerican cltizens

with the CIA, that

.

¢}
T

within the United States who are unconnecte

the CIA does mot have authority to conduct such investigations.
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This, of course, creates two related problesa for the CIA:
first, it brings into question the CIA’s authority eo make
such investigations, notwithstanding the uninterupted practice
of twenty years and the fact that such authority ﬁas never

previously been called into question; second, it denies the

3

protection of exemption 7 to records genersated in connection
with such investigations.
(ii) Options
(A) Do nothing in the FOLA context.
(B) Seek legislation amending exemption 7 to include
lawful investigationé of persons reasonably believed to be

potential sources or contacts.

(iii) Recommendation
Do nothing in the FOIA context because the problem is
not an FOIA problem. Amendment of exemption 7 would not
address the more fundamental problem of the effect of this
decision on the CIA's aﬁthority, which is the proper context

within which to deal with this matter.
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2. Privacy

(a) Lack of Tater~ and Intra-agency Exemntion

(1) 1Issues
The Privacy Act (5 U.S.C. §552a) contains no exemption
for inter- and intra-agency memoranda. Therefore, for example,
evaluative.memoranda in a person's personnel file are ordinarily

1

avallable to the perscn who is the subject of such evaluation.
‘It éppears that the possibility of such access substantially
inhibits candid evaluétion, a problem which becomes particularly
acute with respect to the granting of security clearances.
(ii) Optioms
(A) Do nothing to attack this as an isolated problem.
(B) Seek legislation exempting such evaluations from

disclosure under the Privacy Act.

(1ii) Recommendation

()
W

Do nothing. ™ This problem was brought to the attention of
the appropriate Congressional committees when the Privacy Act
was under consideration and the suggestion that an exemption

would be appropriate did not receive a favorable reception.

*/ Because of the CIA's broad power to exempt itself from various
provisions of the Privacy Act (5 U.S.C. §552a(j)(1)) the greater
part of this discussion is inapplicable to it. ‘

ii/ The Department of Defense dissents. See Appendix A.

-9 -
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while the problem has now passed from tha realm of pradiction
to ﬁhat of fact, there is mo reason Lo believe thntAardifferenL
Legislative result would obtain today. It appears that the
most feasible way to alleviate this problem is to encourage
evaluators to be as frank as possible, notwithstanding the fact
that the subject may have access to evaluative material. Others
1

o
Y,
02

or= whom cases are

(53}

within the government, Lo example judges
being tried or in the course of sentencing, must frequently make
candid personal evaluations which will be available to the subject;

nonetheless, they manage to do their duty as they see it.

(b) Inhibition of Foreign Acencies

(i) Issues
.Fbreign goVerﬁments freqﬁéntly provide information on

the express condition that the identity of the source and the
substance of the information be kept confidential. So far the
use of the classification exemption (§552a(k) (1)) and the
confidential source exemption (§552a (k) (5)) has sufficed to
preserve confidentiality but some concern arises that the (k) (5)
exemption might apply only to individuals and nmot to agency sources.

(ii) Options

() Do mnothing and rely upon the position that foreign

governments may be confidential sources.

- 10 -
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(B) Seek legislation specificelly protecting foreign
governments,

(111) R

[§¥

commendation

Do nothing. The Department of Justice is of tleview that
the (k) (5) exemption can include foreign agencies and that
the fear expressed by the foreign governments is unfounded,
In the absence of a contrary judicial interptetation,_no
legislation is needed to deal specifically with this problem.
To a considerable degree it should be ameliorated by providing

such assurances as may be necessary to the agencies furnishing

information.

(¢) Required Disclosure in Seeking Information
(i) 1Issues

Agencies seeking information about a person generally are
required to do so openly and to provide a Privacy Act statement
(5 U.S.C. §552a(e)(3)). The CIA and law enforcement agencies have
the power to exempt themselves from this requirement. However,
the Department of Defense and the Department of State cannot
exempt themselves and thus are prohibited from making "under
cover' approaches to persons within the protection of the Act.

As a result, the intelligence cbmponents oL the Department of

- 11 -
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Defehée and the Security Office of the Departmeni of State are
restricted in their abilicy to pursue foreizn intelligence leads.
(ii) Opcions
(4) Do nothing.
(B) Attempt to take advantage of the CIA's (j) (1) exemp-

tion by having the CIA claim ownership of all such records and

having other agencies maintain them as, in effect, custodian.

(C) Seek legislacion making the {j) (1) exemption power
available to all intelligence agencies.

(iii) Recommendation

Legislation making the (j)(1) exemption power available
to all intelligence agencies should be scught. In order to make

such legislation more palatable to Congress, it might b

[t

desirable to limit tﬁe scope of the exemption sought in a
manner similar to that in which the CiA has limited its exemption
under (j)(1). Alternatively, in the event that the proposals
now under consideration to reorganize the intelligence functions
of the government lead to a decision to do so, the possibility

of effecting such a reorganization in such a manner as to make
the benefit of the (j)(l) exemption available where appropriate

should be given consideration.
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With respect to the proposzad use of
by other agencies, in the absence of a reorgznization, it is
argued that a similar arrangement is in effect with respect
to certain Civil Service Commission records, but of course,
the fact that those records belong to the Civil Service
Commission does not result, as it would in the proposal under
discussion, in exempting the CSC records froz substantial
parts of the Act. The Department of Justice is of the opinion
that such an attempted use of the CIA's exemption woﬁld be a

mere sham and an improper evasion of the Act.

(d) Access to State and Local Criminal Information

(i) Issues
Presently, the LEAA regulations governing access to crim-
inal justice information systems refer back to state 1aw‘to
determine what information can be made available to Federal
agencies in connection with personnel security investigations.
Additionally, DIA suggests that state and local agencies are
uncertain of the proper intcrpretation of tha LEAA regulations
and thus deny access even in jurisidctions where state law

does not prohibit such dissemination.
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(ii) Options
(A) Do nothing.
(B) Amend LEAA regulations.

1

(C) Seek legislation amending the underlying st

-
i

=
cr
]

i
V]

to authorize the disclosure of such information.

(1ii) Recommendation

s
[aY

Amend the statute. The Department of Justice does not
believe that amendment of the LEAA regulations is an appropriate
means of dealing with this problem and that the matter must be
dealt with by amendment of the statute. Such an amendment would

be appropriate and should be sought.

(e) Administrative Burden

As is the case with FOIA, all agencies complain about the
frequenéiy ppintless administrative burden imposed by the’
Privacy Act, particularly the publication requirement and even
more particularly the annual republication requirement; for
example, there seems to be little public benefit in requiring
each agency annually to publish a notice about the fact that.
it has a payroll. This, however, is not a problem peculiar to
agencies in the iﬁtelligence community and it is doubtful that
it would be worthwhile for such agencies to devote their efforts

to a broad revision of the Act.

*/ The Department of Defense dissents. See Appendix A.

E N I
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MEMORANDUM FOR Mr. John Havmon
Acting Assistant Attorney Geaneral
Department of Justice

SUBJECT: Report to the SCC re the Frezdom of Information
and Privacy Acts

The following comments are submitted regarding subject report.
Except for the comments set forth below, we concur in the report
as written,

1. FOIA Statute of Limitations: The Justice Department
memorandum disposes of the need for a statute of limitations on
FOIA denial litigation by asserting that the problem "seems relatively
minor." It also noted that the presumably indefinite retention of
denial files is desirable because it increases the likelihood of con~
sistent responses in similar cases. The Department of Defense dis-
agrees with this analysis in two respects. First, the number of FOIA
requests denied by agencies will obviously continue to accumulate over
the years. Secondly, under regulations issued by the Administrator
of General Services pursuant to Chapter 33 of title 44, United States
Code, federal agencies usually retain records locally only for a fixed
time. A reasonable statute of limitations would be consistent with
the Freedom of Information Act and compliments the Privacy Act's
purpose of limiting the amount of information maintained on individuals.

2,  Foreign-Source Requests: The Department of Defense con-
curs with the Justice Department's recommendatinon that legislation
be sought to limit FOIA access to citizens, aliens lawfully admitted
for permanent residence and United States associations as described,
We believe this recommendation reflects the original Congressional
intent and would also be consistent with the Privacy Act. Since
eligibility for access to records could be determined simply by refer-
ence to the information on the face of the request, we foresee no
problem with determining the identity of FOIA requesters.
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for inter- and intra-agency memorzrndums irn the P ivacy Act, The

Department of Justice recommendation iz o do notning. The Department
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cnse believes that this problem is significant and that additional

consideration should be given as to whethzr = 1eg=‘s ative change could

be obtained. The problem is not limited solely to the evaluative com-

men

the traditionzl attorney-client and executive privile
if drawn narrowly, could balance the nsecs ofagen
processes and the policy of providing an iandividual
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ts in personnel files but extends to other ma.tte-rs whnich fall within
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cy deliberative
access to information
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4, Access to State and Local Crimiral Information: The Depart-

ment of Justice recommends a statutory emendment be sought to author-~

ize the disclosure of state criminal justice information to Federal
agencies. The Department of Defense believes that the result sought
can be achieved merely by amending Law Enforcement Assistance
Administration regulations. The Justif“e Department disagrees but
provides no basis for its conclusion, Ve continue to recommend LEAA
regulations be amended to:

a. Spell out the legitimacy of Federal investigative agency
need for criminal history informat io in connection with access
to classified information, assignment to sensi

entry into the Armed Forces.

b, Provide for allocation of LEAA funding support when
inability of state and local agencies to meet the Federal need
for criminal history information is due to insuificient funds.

o~
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Robert T, Andrews
Senior Advisor to the General Counsel
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Executive Summary

The attached report is submitted to the SCC by the
subcommittee acting under the direction of the Attorney
General pursuant to PRM/NSC-11.

The subcommittee has scrutinized E.0, 11905 to de-
termine what changes, if any, were deemed necessary in
light of the past year's experience. The subcommittee did
not address Section 3 of the Order, relating to the Control
and Direction of Intelligence Organizations, nor did it
address substantive questions concerning the organization
or functions of the Intelligence Community. The President
has indicated to the Senate Select Committee that the Ad-
ministration will not act unilaterally to praz-exempt the
Congressional effort to address these questions in charter
legislation.

- Rather the subcommittee has identified drafting errors
in E,O0. 11905, provisions which in practice have been fourd
too ambiguous, and certain specific provisions which in
practice are felt now to be inappropriate. The subcommittee
recommends that the appropriate changes to E£,0. 11905 be
effected as soon as possible, because certain provisions of
the Order are not being followed because of the. : problems
and other provisions as now drafted raise grave legal
questions with regard to current operations and procedures.
The subcommittee does not believe that its recommended changes
can be viewed as undercutting or predetermining later decisions
by the Executive or Congress relating to intelligence agencies'
functions or the intelligence community's organization. There-
fore, the subcommittee is of the view that these changes and
the reasons for them can be explained to the Senate Select
Committee and then be effected immediately by amendment to
E.0. 11905 consistent with the Administration's commitment to
cooperate with the Congress on charter legislation.

With one exception the subcommittee recommends specific
changes to the Order. The one exception (ses pages 18-43) in-
volves Section 4(a)(5) of the Order, which requires all intel-
ligence agencies to report to the Attorney General "that
information which relates to detection or prevention of possi-
ble violations of law by any person, including an employee of
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the. {intelligence] department or agency." While the subcom-
mittee is agreed that this provision is too broad, there is
substantial disagreement as to its proper scope.

The CIA recommends that Section 4(a)(5) be deleted
entirely, thereby putting intelligence agencies under the
same statutory obligation as any other govermmental agency
to report only violations of the law by employees of the
agency, see 28 U.S.C. § 535(b), (see Option 1, pages 21-28),
or if this is not acceptable, that the provision be limited
to require reporting only where crimes under title 18 by
government employees or a specified list of crimes by U.S.
or foreign intelligence agency operatives are involved (see
Option 3, pages 39-42).

The Department of Justice recommends that the Section
4(a) (5) reporting requirement be limited to a 1ist of
"serious" crimes where case-by-case determinations whether to
prosecute must be made by weighing the competing interests of
law enforcement and the threat to intelligence sources ani
methods, but that information concerning these violations by
any person would have to be reported to the Attorney General
so that the prosecutorial decision would continue to be made
by the Attorney General.f/(ggg Option 2, pages 29-39).

The Department of Defense recommends that Section
4(a)(5) by amended to allow the Attorney General by regulation
to exempt the reporting of certain crimes or of crimes generally
in certain circumstances (see Option 4, pages 42-43).

The specific recommendations agreed upon by the sub-
committee are as follows: -

Drafting Errors:

(1) Redefinition of foreign intelligence and counter-
intelligence to have one definition for the entire Order,
rather than the two different definitions that now exist
(pages 3-4) (page references are to the attached report of
the subcommittee),

(2) Elimination of an inadvertent restriction on CIA
having counterintelligence authority (page 4).

ﬁ/ The Department of State concurs in this recommenda;iog.
. - 2 -' N . .
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‘ (3) Addition of a requirement for CIA to coordinate
with the FBI in CIA's foreign intelligence clandestine col-
lection in the United States -(pages 4-5).

(4) Addition to Defense's charter to acknowledge the
existence and duties of the intelligence components of the
military services and the existence of a DoD foreign counter-
intelligence mission (pages 5-7).

(5) Addition to the FBI's charter to acknowledge its
occasional activities overseas, its responsibility to detect
and prevent international terrorism, to eliminate the terms

"esplonage 3 subversion and other unlawful activities” and
substitute 'clandestine intelligence activities" {pages 7-8).

(6) Clarify Section 5's preamble to acknowledge intel-

ligence agencies' legitimate interest in foreign organizations
and persons (page 8).

(7) Clarify definition of '"foreign intelligence aéency”
(page 9).

(8) Clarify definition of ''physical intelligence"

(page 10).

(9) Allow collection and dissemination of information
about domestic activities of U.S. persons reasonably believed
to present a danger to a Secret Service protectee (page 11).

(10) ‘Permit dissemination of incidentally acquired
information relating to state, local, and foreign crimes to

state, local, and foreign law enforcement agencies (pages
11-12).

Ambiguities:

(1) Define "International Terrorist Activities"
(page 13). :

(2) Clarification of the restriction on intelligence
agencies' participation in law enforcement (pages 13-17).

(3) Clarification of the locatlon and funding of and
timing of reports to the IOB (pages 17a - 17b).

-3 -
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. Policy Differencom:

(1) Inclusion of a charter for the Drug Enforcement
Administration's intelligence activities (pages 43-45).

(2) Allowing intelligence agencies to assess the
sultability of a person for recruitment or contact by par-

ticipating in a domestic organization (pages 45-46).

(3) Deletion of Section 7 of the Order relating to
Secrecy Agreements (pages 47-48).

-4 -
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REPORT TO THE SPECIAL COORDINATIO}." COMMITTEE
Re: Executive Order 11905.

The following report is submitted to the Special
Coordination Committee pursuant to PRM/NSC-11 by the

subcommittee acting under the direction of ths Attorney

General. The report is made at this time in an attempt

to facilitate the work of the PRM/NSC-11 Section 3 review.
This report does not address Section 3 of Executive Order

11905, which is under the jurisdiction of the subcommittee

- chaired by the DCI:

In the year since E.0 11905 was promulgated, certain
drafting errors have been identified, zmbiguities in
certain language have made their impact felt, and certain
deliberate inclusions in and exclusions from that Order

are now questioned,. A recommendation has been
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made by the Vice President that no changes be made to

E.O. 11905 for six months to deMOﬂstratL the Executive's

good faith with respect to the drafting of legislative

charters. The subcommittee believes, however, that none

of the changes recommended in this report would undercut

the Executive's good faith with respect to statutory charters

for intelligence agéncies. None of.the changes recommended,

taken individually or collectively, represent substantive

decisions on the functions, responsibilities, or restrictions

relating to intelligence agencies. They are invariably

recommendations to correct 'drafting errors, ambiguities,

or'specific problems with specific provisions of thevOrder.
Moreover, several of the matters about which recommenda-

tions are made deserve, if not demand, immediate treatment,

e.g., the reporting requirement of Section 4(a)(5) and

the Secrecy Agreement of Section 7 (because of widespread

failure to abide by the provisions of the Order), the

lack of any authority for military counterintelligence

activities, and the lack of any specific exception for

information to be disseminated to the Secret Servicg or to

Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0



R RS

Sanitized Copy Approved for Release 2011/01/26 : CIA- RDP79MO00095A000300010001-0

local law enforceméﬁf agencies, It is the redtmendation of
the subcommittee that in the Spirit.of cooperation with the
Congress in the legislative charter effort, the Senate Select
Committee be informed of these préposed modifications in E.O.
11905 and that the President issue an amendment to effect the
following changes.

I. Drafting Errors

(1) Section 2(a) -- This subsection defines intelligence
in two paragraphs, the first of which defines foreign in-
telligence and the second of which defines foreign counter-
intelligence. Section 5 of the Order, because it was
drafted by a different task force, defined these same terms
in a different manner. A single definition for each term
should be used fqr the enfire order.

The subcommittee recommends that the definition of
"foreign intelligence" and ''counterintelligence' be deleted

from Section 5 and Section 2(a) be amended to read:

M(a) Intelligence means:

(1) Foreign intelligence, which means infor-
mation, other than foreign counterintelligence,
relating to the capabilities, intentions, and activities

of foreign powers, organizations, or persons; and

(2) Foreign counterintelligence, which means

information gathered as well as activities conducted
.__3_
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to protect againsﬁ espionage'and other clandestine

intelligence activities, sabotage, international

terrorist activities, and assassination conducted

for or on behalf of foreign powers, organizatioms,

or persons, and to protect intelligence or national

gsecurity information and its means of collection

from detection or disclosure, but not including

personnel, physical or document security programs.'

(2) Section 4(b) -- The preamble to CIA's charter in
the Executive Order states that all its duties and responsi-
bilities must be related to the "foreign intelligence functions”
outlined in Section 4(b). The term "foreign intelligence,"
however, is a defined term in the Order which does not
include counterintelligence, which is one of CIA's functioms
in Secticn 4(b). Therefore, the subcommittee recommends
that Section 4(b) be amended by deleting the word ”foreién”
where if appears before "intelligence functions.”

(3) Section 4(b)(2) -- Under this paragraph CIA is'
aﬁthorized to engage in the clandestine ccllection of _
positive foreign intelligence both within and without the
United States, in accordance with NSC directives. When

it engages in such collection in the United States, in

.
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practice it coordinates its activities with the FBI pur-

suaﬁt to a written agreement to insure that neither

organization's.activities are compromised. This type

of coordination should be recognized in this paragraph

as it is in other sections, see, e.g., Section 4(b)(4).
The subcommittee recommends that the paragraph

be amended by inserting after the last word: '"and in the

United States in coordination with the FBI."

(4) Section 4(e) -- The intelligence components of
the military services have traditionally engaged in .
foreign intelligence and counterintelligence activities
at home and abroad in support of DOD components, usually
military comﬁands, as well as mnational intelligence re-
quirements. .The Executive Order did not intend to eliminate
this traditional role, but due solely to drafting oversight
the intelligence elements of the military services were
omitted from Section 4(e), although denominated as members
of the Intelligence Community in Section 2(b)(5). And
again due solely to a drafting oversight no counterintelligence
function was specified in the Department of Defense charter

at all. This has raised a substantial legal question

whether DOD can continue to engage in any counterintelligence

-5 -
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activities if the mder is not amended to provwide speci-
fically for a bOD counterintelligence function because
the Department of Justice interprets the Order as the
exclusive charter of the intelligence functions of the
several specifieﬁ departments and agencies.

The subcommittee recommends that Section 4(e) (1)
be amended to add a new paragraph to read:

"(vii) Conduct foreign counterintelligence
activities worldwide in support of Department of
Defense components, in coordinatioﬁ with the
FBI in the United States and in coordinatimwith
the CIA overseas."

And section 4(e)(2)_be amended .to add a new paragraph tc read:

"(iv) The intelligence and counterintelligence
elements of the military services whose respective
functions, authorities and responsibilities shall include:

(A) The collection, production, and
dissemination of foreign intelligence in
support of military commands and departments,
the Department of Defense, and national
intelligence requirements, provided that, tﬁe

collection abroad of foreign intelligence
information, not otherwise obtainable, shall

be coordinated with the CIA.
-6 -
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' . (B) The conduct of foreign counter-
intelligence activities in support of Depart-
ment of Defense components in coordination

~with the FBI in the United.States and in
coordination with the CIA overseas,'

And present Section 4(e)(2)(iv) be renumbered as 4(e)(2)(v).

(5) Section 4(g) -- Section 4(g)(l) limits the FBI's
counterintelligence activities to the "United States.!

Secﬁion 4(g)(2), however, allows the FBI to conduct foreign
intelligence support activities at thg request of Intelligence
Community officials in the "United States and its territories."
This distinction between the ”Unitea States" on one hand and
the "United States and its territories" on the other was un-
intended.

Also Section 4(g) (1) does not acknowledge that on occasion
the FBI may engage in counterintelligence activities overseas in
coordination with the CIA. Because of this omission, it ié
uncléar whether the FBI is authorized by E.0. 11905 to conduct
operations outside the United Stafes.

TheFBI's jurisdiction to detect and prevent terrorism

should be made explicit, :
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To ;onform to the definition in Section 2(a)(2), the
term "counterintelligence' should read "foreign counter-
intelligence."

Finally, the terms ''subversion" and "other unlawful
activities' should be deleted, and the term '"clandestine
intelligence activities'" should be substituted for

"espionage."

The subcommittee recommeﬂds that Section 4(g) (1)
should be amended to read:

"Detect and prevent within the United States
and its ter;orities and, in coordination with the

CIA subject to the approval of the DCI, outside the

United States, sabotage{ international terrorist activi-

ties, and clandestine intelligence activities by or on-

- 7a -
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electronic surveillance, as are necessary or useful
for such purposes.”
Section 4(g)(4) should be amended by inserting the

word "foreign' before the word "counterintelligence."

(6) Section 5's preamble -- The opening sentence of
Section 5 gives the impression that only information about
the capabilities and intentions of other governments is of
interest in the foreign intelligence efforts of this
country. Actually, entities other.than governmental units
engage in aetivities and have capabilities and intentions
thet are of cbmparable interest. For example, international
terrorist grdups, narcotics dealers, and political parties
are of increasing concern in the field of national defense

" and foreign relations, and information about them, as well

as about other governments, is essential to informed deeision-
making. 'The Order in various places makes clear that these
entities are legitimate targets of foreign intelligence |
ana counterintelligence activities.

The subcommittee recommends that the preamble to
Section 5 be amended by deleting the words 'other governments”
in the first sentence and inserting in lieu thereof "foreign

-

powers, organizations, or persons.”
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(7) Section 5(a)(6), for the purpose of requiring com-
pliance with tﬁe various regulations énd restrictions in
Section 5, defines a foreign intelligence agency to Be any
agency (in addition to CIA, NSA, or DIA) "'while engaged in
the collection of foreign intelligence or counterintelligence."
The intention was to include those elements of Defense, State,
Treasury and other agencies which engage or might engage in
intelligence activities. However, because collection is
defined to include retention of informatioh, the entire Depart-
ment of State, for example, becomes a foreign intelligence
agency under that definition.

To cure this problem the subcomﬁittee recommends that
Section S(a)(6) be amended to read:

"(6) 'Foreign intelligence agency' means the

Central Intelligence Agency, National Security Agency,”

and Defense Intélligence Agency; and further includes any

other department or agency of the United States Governgent
5r component thereof while it is engaged in gathering
foreign intellige£ce or foreign counterintelligence, but
shall not include any such department, agency or component
thereof to the extent tﬁat it is engagedin its authorized

civil or criminal law enforcement functions; mor shall it

" include in any case the Federal Bureau of Investigation."

¢ 1

- 9 -
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5(b)(1) which prohibits physical surveillances with a list

of exceptions. While the omission waé unintentionalg there

is no exception where the subject of the surveillance has
consented to the surveillance, as in the traiding and testing

of operatives and in providing security to them in their missions.
This omission can be cured by defining physical surveillance

in terms of unconsented surveillance, ae is done in the defini-
tion of electromnic surveillance.qun addition, the opening of

a letter would fall within the definition of physical surveillance;
ﬁowever, the opening of mail in United States postal channels

is governed by Section 5(b)(4) and the opening of other mail

when directed against a United States person is governed byv
Section 5(b)(3). This potential conflict should be eliminated.
Finally, physical surveillance, as defined, would include over-

head reconnaissance, which was not intended and should be corrected.

The subcommittee recommends that Section 5(a)(8)
be amended to read:

"(8) ‘Physical surveillance' means an unconsented
systematic énd deliberate observation by any means
on a conﬁinuing~basis; except for overhead reconnaissance
not directed at specific United States persons; or un-
consented acquisition of a non-public oral communlcatlon
by a person not a. party thereto or visibly present
thereat by any means not involving electronic sur-

veillance.' _ . .
- 10 -
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(9) Sectiom 5(b)(7) -- This paragraph prohibits
the gathering, analysis, dissemination, or storage of
non-publicly available information concerning the domestic
activities of United Sﬁates persons without their consent.
Six exceptions to this prohibition ére provided.

Traditionally all Federal agencies, including intelli-
gence agencies, have forwarded to the Secret Service infor-
mation relevant to Secret Service's' protection of its pro-
tectees. Howeﬁer, no exception was made in this paragraph
for such dissemination. This was unintentional.

. The subcommittee recommends tﬁat the exception in
subparagraph (v) be expanded to meet Secret Service's
needs by amending it to read:

"(v) Information about a United States
person who is reasonably believedto be acting
on behalf of a foreign power or engaging in inter- "
nafional terrorist or marcotics activities, or to
present a danger to the safety of amy person

protected by the United States Secret Service.”

(10) Section 5(c)(1l) -- This paragraph states that
nothing in Section 5 shall prohibit dissemination to law
enforcement agenéies of incidentally gathered information

indicating involvement in activities in violation of law.
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This paragraph was necessary because otherwise Section 5(b)(7)
would have prohibited dissemination of informatioh concerning
domestic activities of United States. persons unless it
met one of the exceptions in that paragraph, and there
was no general exception for information concerning criminal
activities. Due to an oversight, however, the drafters
failed to note that the preamble to éectioﬁ 5 states that
all references to law are to applicable "laws of the United
States,' and this term was intended to mean Federal laws.
The result is that information incidentally acquired by
a foreign‘intelligence agen@y which relates only to a
violation of state law (e.g., murder) could not be disseminated
to a local law enforcement agency unless it fell within one
of the exceptions in Section 5(b)(7), which iﬁ many cases
it would not.

To allow intelligence agencies to disseminate to
local 1a§ enforcement agencies information about state
and local crimes, inbidentaily acquired, which cannot bé;
disseminated pursuant to Section 5(5)(7), the subcommittee
recommends that Section 5(c)(l) be amended to read:.

"(1) Lawful dissemination to the appropriate

law enforcement agencies of incidentally gathered

informétion indicating in;olvement in activities

which may be in violation of Federal, state, or

local laws or the laws of a foreign government."

-12 -
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II. Ambiguities

(1) Section 2(a) -- Throughout E.0. 11905 there are
references to '"terrorist acfivi:ies," but the term is
not defined. Moreover, regulétidﬁs and procedures under
the Oxrder often use the same term -- again, usually with-
out definition. In this increasingly important area,
the subcommittee believes that the term should be defined.
The subcommittee recommends that a new definition
shouldAbe added to Section 2(a) to read:

"(e) International Terrorist Activities

means violent actsior acts dangerous to human

life, or threats of such acts, transcending national
boundaries, which appear to be intended to further
political, social, or economic goals by éssasSin-
ation, kidnapping, or intimidating or coercing

the public or a govermment or to obtain widespread
publicity for a group or its cause, and includes

activities directly supportive of such acts."

(2) Section 5(e) -- Section 5(e}(l)(ii) prohibits
intelligence agencies from '"participat{ing] in or fund[ing]
any law enforcement activity within the United States.”

Exception is made for "cooperation . . . for the purpose

- 13 -
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of . . . preventing espionage or other criminal activity
related to foreign intelligence or counterintelligence

or . ; . provision of specialized equipment or technical
knowledge for use by any other Federal department or agency."
Section 5(e)(2). This prohibition and its exceptions have
raised probably more questions than any other provision

in the Executive Order. While many of these questions have
been resolved by interpretation, the subcommittee believes

the language of Section 5(e) should be clarified.

-14 -
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The proposed change would make clear that outside
the.United States’intelligence’agencies may, within the
limits of their charters (both statutory and those within
E.O0. 11905), support Federal law enforcement agencies.

It would also make clear that within the United States
intelligence agencies may, within the limits of their
charters, support Federal law enforcement agencies in in-
vestigating clandestine intelligence activities, inter-
national terrorism, and international marcotics trafficking.
Finally, it would make clear that intelligence agencies may
disseminate to law enforcement agehcies information in-
tentionally and lawfully collected for foreign intelligence
and counterintelligence purposes. None of this represents
a change from the Department'of Justice's curreut interpre-
tation of Sectiom 5(e) . It is nmonetheless desirable that
this interpretation be clearly reflected in the Order

itself.’

In addition, the subcommittee recommends one substantive
change to Section 5(e)(2)(ii). Thié subparagraph presently
makes an exception to the prohibifion on participatioq in
law enforce@ent for érovision of specialized equipment or
technical knowledge for use by any other Federal department
or agency.v The recent takeover of buildings in

Washington demonstrated that there are instances when

» L
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technical knowledge or special equipment should be able
to Be made available to local law enforcement entities,
as well as Federal agenciés.

The subcommittee recommends that Section 5(e) be

amended to read:

""(e) Assistarce to Law Enforcement Authorities.

"(1) No foreign intelligences agency shall,
except as expressly aﬁthorized by law (i) provide
services, equipment, personmnel or facilities to
the Law Enforcement Assistance Administration
or to State or local poiice organizations of
the United States or (ii) within the United States
participate in or fund any law enforcement activity.

'""(2) These prohibitions shall not, however,
preélude: (1) cooperation with aépropriate law
enforcement agencies for the purpose of protecting
the personnel and facilities of the foreign in-
telligence agency, (ii) participétion in law
enforcement activities within the limit of
the foreign intelligence agency's charter to
investigate clandestine intelligence activities
by foreign powers, international narcotics

trafficking, or international terrorist activities,

- 16 -
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(iii) the provision of specialized equipment

or technical knowledge for use by any Federal
department or agency, Or when lives are endangered
in support of local law enforcement activities,

or (iv) the dissemination of information lawfully
collected to any Federal or local law enforcement
agancy to enable it to investigate, pravent,

or prosecute criminal activity."
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(3) Section 6 -- In Section 6(b)(l), Inspectors General
and Geﬁeral Counsels are to report tovthe 10B activities that
raise questions of legality or propriety. There is no state-
ment as to when such reports should be made.

Section 6(b)(2) is not clear as to what the periodic

reports are to concern, and this should be clarified.

The reference to PFIAB, which has been abolished, should
be deleted from Section 6(8)(1).
The organizational location of the I0B and the source
of its funds is not clear in E,0, 11905 and should be made
specific.
There is currently no requirement for the Attorney General
to report to the IOB what action he has taken in response to
its reports to him and -there is a need, not reflected in the Order, -
for the Attorney General to keep the IOB sbreast of legal decisions
and interpretations affecting the Intelligence Community.
Therefore, the subcommittee recommends that Section 6(a)
be amended b§ inserting the words '"within the White House Office"

-~
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after the word "established'; tﬁat the second sentence of
Sectioﬁ 6(a) (1) be deleted; thét'Section 6(b) (1) be

amended by inserting "in a timely manmer' after the word
"eransmit''; Section 6(b)(2) should be amended by deleting all
after the word "Board" and inserting in lieu thereof "concerning
what actions have been taken to comply with findings mads by

the Oversight Board or the Attorney General.''; Section 6(d)
should be amended by adding two new paragraphs to read:

"(3) Report to the Oversight Board in a timely
fashion as to decisions made or actions taken in response
to Oversight Board reports to the Attorney General.

"(4) TKeep the Oversight Board informed as to
legal opinions rendered affecting the legal duties of
or restrictions on intelligence agencies or activities.';

insert a new Section 6(f) to read

"(£f) Compemsation and allowancas of the members
of the Oversight Board and staff, together with expenses
arising in connection with the work of the Oversight Board,
shall be paid from the White House‘Office salaries and
expense account and to the extent permitted by law from
any cbrresponding appropriation which may be made in
subsequent years." |

- 17b - o D
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III. Policy differences with E.0. 11905
-(l) Section 4(a)(5) -- This paragraph requires
senior officials of the Intelligence Community to report

“"that information which relates

to the Attorney General
to detection or prevention of possible violations of law

by any person, including an employee of the senior official's
department or agency.' The Department of Justice has |
interpreted this provision as requiximg zedoxrts whenever

a department or agency has knowledge of a criminal or civil
violation within the investigative or prosecutorial jdris-
diction of the Department of Justice. The Central
Intelligence Agency has never fully accepted this
interérétégigﬁ of Ehe Order, and it

reported this fact to the Intelligence Overs:.ght Boérd in
July, 1976. 1In August, 1976, the DCL requested John Marsh,
Counsellor to the President, to seek relief from the N
Department of Justice interpretation or to have the Order
amended. That letter specified a number of practical pro-
blems which the CIA believes to counsel against reportsof

crimes in certain situations. These problzsms were described

by CIA as follows:
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Applicants

Applicants for CIA employment, and other persons being
considered for non-employment relationships with the
CIA, are screened by the Office of Security. In the case
of applicants for employment, the screening includes the
administration of a polygraph examination, with follow-up
questions often asked in order to clarify earlier responses
or reactions. A good deal of persoral informatiocn, some
of it unfavorable, is disclosed during those screening pro-
cedures, and as a general rule that information is received
in confidence. Were it otherwise -- that is; were a fo}mal
report to the Department of Justice required whenever the
CIA received any information indicating possible violations
of civil or criminal law, no matter how minor such violations
-~ these screening procedures would cease to be effective
and the pool of applicants would be greatly reduced.

U.S. Citizen Sources

CIA contact officers often obtain wvaluable intelliéence
information on a voluntary basis from U.S. citizens, who |
in turn acquire that information in the course of their
personal or business activities abroad. The assurances

' of absolute confidentiality that are customarily given

to such sources would be foreclosed by the requirements of

- 19 -
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Section 4(a)(5). 1In the absence of these assurances,
much of the intelligence information now collected would
never be imparted to CIA contact officers.

Sources Abroad

Clandestine service case officers develop close
and confidential relationships with sources abroad based
on mutual trust. From time to time, such sources make
comments about their personal or business arffairs that
reveal possible violations of U.S. law. The case officer
cannot effectively develop and maintain sources and play
the role of informer at the same time.

Cover Situations

CIA employees are sometimes placed in cover positions
in U.S. curporations abroad. In the course of their work,
close relationships may be formed with other employees_
of the corporation who are not aware of the Agency employee's
true status. The product of those relationships may be
knowledge of irregular practices by the corporation or its
employees. Such relationships would be jeopardized if CIA
non-official cover. employees had a mandatory role as
Department of Justice informants. |

Foreign Intélligence Service

Liaison arrangements between CIA and intelligence

services of other countries may result in the receipt of

- 20 -
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information which indicates possible violations of U.S.
law by persons subject to U.S. jurisdiction. Foreign
intelligence services require absolute assurances that
information passed to us by them will not be used outside
intelligence channels, and here again such assurances
would be foreclosed by the requirements of Section 4(a)(53).

In all the circumstances mentioned above, the CIA's
ability to function would be seriously impaired by a
strict adherence to the reporting obligations imposed
By Section 4(a)(5).

Option 1 .

Consequently, CIA recommends that Section 4(a) (5)
should be deleted entirely, leaving 28 U.S.C. § 535(b)
the sole mandatory crimes reporting requirement, and
offers in justification the following:

Such a course of action is best calculated to ensure
that CIA can fulfill its éssigned mission, would keep CIA
focused on foreign rather than domestic targets and still
‘would adequately ensure prompt reporting to the Department
of Justice or the Intelligence Oversight Board of any
illegal or improper actiomns by the Agency as well as any

violations of Federal criminal law by Agency employees.

- 21 -
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E.0. 11905 was drafted in the wake of the Rockefaller
Commission investigation of CIA activities within the
United States to remedy two problems. The first was
to guard against and prevent official Agency wrongdoing;
the second was to protect the integrity of Government
service by detecting illegal actions by Agency employees.

The Rockefeller Report, addressing this first concern,
concluded after a detailed analysis of the facts that ''the
great majority of the CIA's domestic activities compiy
with its statutory authority," (Page 10) but that the
Agency had engaged in a certain few activities which were
beyond its charter responsibilities. The problem of
official abuses was dealt with in gross by setting up
the organizational structures detailed in Sections 3 and
6 of this Order and in fine by a rigorous definition
of the duties of the Agency (Section 4(b)) and a clear
enumerafion of restrictions on intelligence activities
(Section 5).

The Rockefeller Report also addressed the second
concern -- violations of law by Agency employees. . It
noted that '"the Department of Justice had abdicated its
statutory duties and placed on the Director of Central

Intelligence the responsibility for investigating criminal

- 22 -
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conduct and making the prosecutorial decision -- clearly
law enforcement powers." (Page 75) To cure the problem,
the Report recommended that the Department of Justice

and the CIA establish written guidelines for the handling
of reports of criminal violations by employees of the
Agency or relating to its affairs. (Page 82) Steps to
implement this recommendation have been taken. The 1954
agreement between CIA and the Department was invalidated,
interim reporting procedures were established and work on

a formal Draft Memorandum of Understanding to be signed

by the Attorney General was begun and is mearing compleEion.
In this regard, however, it is only fair to note that even
during the twenty-year period of the agreement, all but a
handful of routine cases were discussed with the Department
and the Rockéfeller Report itself, éfter.deploring the
existence of the 1954 agreement between the CIA and the
Departmént’of Justice, went on to say: 'There is, however,
no evidence that these powers were ever abused by the
Agency." (Page 75). In sum, neither the requirement to
protect against official abuse nor the need to guard against
malfeasance or misfeasance by Government employees justifies

'promulgation of 4(a)(5).

- 23 -
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Not only does 4(a)(5):in both its present language
and as presented in Option{Z appear‘to be unnecessary as
a corrective td past abuses, it is harmful to intelligence
and to public perception of the Intelligence Community.

The harm to intelligence dgrives from the fact that the
Agency's relationship with:its sources 1is a fragile and
precarious one. Individuals who cooperate with the Agency
would often be in extrame ﬁanger if such collaboration
were known, businesses whiéh cooperate may face reprisals
if such cooperation were iiscovered. Against this backdrop
of danger and fear, only the firmest assurance that the®
Agency can and will protect intelligence sources allows

for continued recruitments and continued collaboratlon.

It is no secret that access, for example to corporatlons
or corporate officials,on a continuing basis not only gives
us access to valuable foreign intel}igence, but also to
corporatioﬁ secrets and proprietary information which may
reveal violations of law.f Should CIA be viewed as an arm
of U.S. regulatory or law enforcement agencies, such
access would be summarily terminated and much of the
intelligence information now collected by these means

- would become unavailable to the U.S. Government.

- 24 -
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Even more significant to the'Agency are cases in

which corporations may provide operational support
~or nonofficial cover for CIA dfficérs. Such an officer
may easily become aware of irregular practices of the
corporation or its employees. It is most unlikely that
such corporations would continue to welcome in nonofficial
cover positions CIA empioyees who were require to act,

in effect, as Department of Justice, IRS or SEC informants.
Further, if the nonofficial cover employee were required
to testify as a result of -information provided to such
agencies, his usefulness to the CIA in any cover operation
would be destroyed.

Beyond these specific problems is the more general
concern that Section 4(a)(5) represents a dangerous
narrowing of the gap between intelligence and law enforcement.
It would be ironiec, indeed, if an investigation t:igger;d
by concern about CIA's domestic activities led to reportlng

| requirements which causedthe Agency to appear to 1ntrude
even more than before into thelives of American citizens.

The Rockefeller Report itself notes that the prohibition
in the National Security Act of 1947 Mthat the Agency .
shall have no police, subpoena, law enforcement power, or

internal-security functions" was imposed because "Congress

- 25 -
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In sum,

sought to assure the American public that it was not
establishing a secret police which would threaten the

(Page 10-11)
were designed

oreign areas and

rod
L

civil liberties of Americans."
both the CIA and National Security Acts

to keep CIA essentially pointed toward
away from domestic involvement to ensure that mechanisms

used to procure foreign intelligence were not used to

procure information about the lives, beliafs or actions
The Acts also sought to ensure that

of U.S.

citizens.
the Agency, an arm of the foreign policy apparatus, did
not also become the eyes and ears of the law enforcement

apparatus.
for example, Sections 5(e)(l) and 5(b)(1l), is to generally

It seems, moreover, that the major thrust of E.0. 1190°%,
prohibit a foreign intelligence agency from intentionally

collecting information for domestic prosecutorial purposes.

A mandatory requirement that intelligence agencies report
criminal violations raises the implication that at a

This may represent

minimum such agencies are to alert their personnel to
monitor files to detect such violations, and possibly

to actually collect such information.
a degree of cooperation between foreign intelligence and
law enforcement agencies which would be improper. If the
Agency is to follow the spirit and letter of the National

v
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* Segurity Act, and indeed oﬁ Section 5(e)(l) of the Order,

it cannot be forced to operate oxr seem to operate as

an extension of law enforcement agencies in the U.s.

Agency v
The / appreciates that the Order is not intended to erect

a wall of complete separation between the product of

intelligence activities and domestic law enforcement.

Section 5(c)(1) of the Order allows "dissamination to

the appropriate law enforcement agencies of incidentally

gathered information indicating involvement in activities

which may be in violation of law'" and the Department of Justice
recommends a broadening of this provision to include
violations of state and foreign law. There is, however,
a signifiéant difference between 4(a)(5) and 5(c)(1). :
The'one, by its mandatory tone, turns the Agency into
a constituent part of the police informant net, the other,
permissive in character, recognizes the primacy of the
Agency'é iﬁtelligence functions and also recognizes that
the statutory responsibility of the Director of Central
Intelligence (50 U.S.C. 403(g) and Executive Order 11905,
Section 3(d)(vii)) provides authority, within certain

limits, for him to withhold information from law enforcement

officials if he believes its disclosure would threaten

the security of intelligence sources or methods.

- 27 =
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It is appreciated that Option 2 is a substantial
improvement over the present language of'é(a)(S), however,
CIA submits that if the eight categories of criminal
violations are important enough to warrant a special
mandatory reporting requirement, then such requirement
ought to be the éubject of a separate Executive Ovder
and, as with 28 U.S.C. 535(b), the heads of all executive
branch department and agencies should be required to so
report,

Agency,

The /of course, would not like to see all U.S. agencies
and all U.S. Government employees cast in the role of informers,
but the'Agency is even more doubtful about the wisdom
of casting foreign intelligence agencies in such a big
brother" role. Once it is realized that foreign intelligence
agencies and foreign intélligence agencies alone are to
be police informants, then such agencies will be regarded
less as a bulwark against foreign enemies and more as a
threat to American privacy. E.0. 11905 has, as its pufpose,
improvement in the quality of intelligence needed for
national security, clarification of the responsibilities
of intelligence agencies and departments, and establishment

of effective oversight to assure compliance of law-in the

management and direction of féreign intelligence. The Agency does

' not believe that these goals are advanced when foreign
intelligence agencies are singled out and made to function

as police informants. 8Mhr ' .
- 28 -
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Option 2

The Department of Justice disagrees with CIA's
recommendation and analysis, although Justice believes
that the present Section 4(a)(5) should be amended to
narrow its present scope, but does not believe as a
policy matter, that the requirements of 28 U.S.C.
§ 535(b) are sufficient for the intelligence agencies,
Addressing CIA's phiiosophical ijectibns first, the CIA
suggests that intelligence agencies should not be singled out as
the only agencies with a mandatory reporting requirement
broader than 28 U.S.C. § 535(b). Yet the primary motivating
factor behind E.O0. 11905, and especially the restrictions
in Section 5, was to single out the Intelligence Community
for special treatment because of perceived past abuses.
No other agencies operate under the restrictions of Section 5;
no other agenéies have Executive charters which specify the
exclusive limits of their functions and responsibilities.
One of the so-called ébuses of intelligence agencies
was their alleged failure to report criminal violations
to the Department of Justice. With'respect to CIA, the
Rockefeller Commission concluded that it was a violation
of CIA's statutory charter to be given the power to
decide what crimes should be investigated.
Specifically, it faulted CIA for mnot being forthcoming with
respect to informatioﬁ it possessed concerning the Watergate

cover-up. Rockefeller Commission Report at 199-202.

- 929 -
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To cure the problem which it perceived, the Commission
recommended:
"The Department of Justice and the CIA should
establish written guidelines faor fhe.handling of
reports of criminal violations by employses of the

Agency or relating to its affairs. These gpuide-

lines should require that the criminal investication
- o

and the decision whether to prosecute be made by

the Department of Justice, after consideration of

Agency views regarding the impact of prosecution
on the national security. . . ." Rockefeller
Commission Report at 82. (Emphasis supplied) |
This recommendation was the origin of Section 4(a)(5). The
 FordWhite House made a conscious decision, however, to
broaden in two ways the reborting requirement suggested.
by the Rockefeller Commission. First, it expanded the reporting
to include not just violations by employees of the.CIA or
relating to its affairs, but also violations by an& other
person. Second, it expanded the reporting requireqent to

all intelligence agencies. The important point for
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present purposes is that the intent was to levy a fequirement
on intelligence agencies to report to the Attorney Ceneral
"any information they may obtain which relates to the
commission of federal crimes." See Executive Order Anno-
tations, from Jack Marsh, dated March 10, 1976.

Thus, the partial answer to CIA's questionm why
intelligence agencies should be singled out is that,
because of the perception of recent history, there was
a felt need to place special restrictions and requirements
on intelligence agencies. Another part of the answer is
the unusual nature of intelligence work; that is, that it
requires a large degree of secrecy to be effective. The
basis for singling out the intelligence agencies for special
requirements ié that other agencies will in all likelihood
report criminal violations to the Justice Department, be-
cause théy héve no countervailing motive not to. On the
other hand, CIA has a vital interest in protecting its sources

and methods, and if reporting a crime to the Department of
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Justice.might result in an investigation or prosecution,
those sources and methods might be cpmprpmised. CIA
might well conclude thatthe protection of its sources and
methods was more important than investigation or prosecution,
and the crime would not be reported.

The Rockefellér Commission carefully considered the
competing considerations and concluded that the ultimate
.decision whether to investigate or prosecute should be
left not to CIA, but to the Départment of Justice -- after
full consideration of the CIA's views as to the effect
an investigation or prosecution would have on the natiomal
security. Yet that ﬁltimate decision cannot be made if the
CIA will not in fact report crimes to the Department of
Justice in the first instance.

. CiA queétions why the reporting requirement
must be broader than that under 28 U.S.C. §535(b), which
is limited to reporting crimes under title 18 by Government
employees. The answer to this question is essentially
the same as the answer above to why intelligence agenciés are

singled out for treatment; that is, generally only

- 32 -
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intelligence agencies have a legitimate countervailing

iﬁterest in not reporting crimes by other persons or

other crimes By employees. The limited scope of 28 U §.cC.

§ 535(b) is explained by the fact that its primary

pufpose was to insure that agencies would

report crimes by their employees which they might not

otherwise report Because it would reflect badly on the

agencies' management. Virtually all such crimes are

found in title 18 and, therefore, are covered by § 535(b).
Finally, CIA suggests that the reporting requirement

would involve intelligence agencies in the active collection

of information for law enforcement purposes, and that

this is contrary to the spirit of the National Security

Act and Section 5(e) of E.O. 11905. The Department of

Justice disagrees. The reporting requirement is just

that, nothing more. 1If an intelligence agency incidentally

acquiréseéidence or becomescognizant of a Séfious crime,‘it-shouldu

report it. There is no obligation or suggestion that

intelligence agencies make any file checks, ask any

questions to find evidence of a crime, or investigate

any activity to détermine if a crime has been committed

(other than any investigation of the factg the Inspector

General might make of employee misconduct or of the law

that the General Counsel might make to determine if

- 33 -

Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0



Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0
questionable conduct is criminally unlaggtl). There is
no affirmative obligation to detect and investigate
criminal activities.

In addition to thesé objections, CIA has raised
certain practical problems. Some of these the Department
of Justice believes can be alleviated in a new Section
4(a)(5) which would be narrower in its scope than the
present section by requiring an agency to report only
those crimes serious enough to rzduire case-by-case
determinations and exclude those crimes which it can be
fairly said would never be prosecuted given the importance

of protecting intelligence sources and methods.

Job Applicants -- CIA suggests that because job

applicants are subjected to a polygraph examination thch
with some regularity results in the admission of almost
invariably minor criminal acts, a requirement to report
such information would result in a substantial loss of
potential job applicants. Under a revised Section 4(a)(5)
iisting serious crimes, it would appear that this problem
would be virtually eliminated; To the extent a reporting
requiremeht of identified seriaus crimes would impact on
CIA's pool of applicants, such impact would appear

to be a benefit, not a hindrance. Even under the

' S 34_

Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0



Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0
\ 4 '

present Section 4(a)(5) NSA has been reporting to
the Department of Justice crimes identified in polygraphs
of job applicants with no apparent effect on their

applicant pool.¥*/

Py
—

Cooperating Intelligence Sources -- The CIA.states
that in the course of CIA's relationship with such sources

evidence of crimes by them may come to its atte. ion.

%/ NS§ reports periodically to the Department by 1i§ting
the crimes identified without identifying the person in-
Yolved: If the Department believes the crime worthy of
investigation, it then requests the additional information
in NSA's possession. This System has apparently been to
the satisfaction of both NSA and the Department,
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If CIA were required to report such crimes to the Department
of justice, CIA would be hampered inlobtaining such
sources. First, the Department of Justice motes that the
reporting requirement has been on tﬁe record for a year,
and unless CIA has affirmatively assured its sources that
it does not comply with this requirement, CIA has apparently
not been hampered thus far. Even if CIA complied with
the reporting requirement, CIA's saurces would be unaware of any
particular report

/ unless the Department of Justice did in fact investigate
or prosecute, and even if Justice did investigate and
prosecute it is entirely possible that the original
source of the information would not be revealed. Obviously
the Depértment of Justice would be sensitive to CIA's
concerns in determining whether or mot to investigate.
Finally, to the extent the crimes were minor they would
not be included in an amended reporting requirement, and
to the extent they were serious crimes, the Department

of Justice believes that the decision whether or not to

investigate or prosecute should not be left to CIA alome.

Cover Relationghips -~ CIA states that its employees
who require cover in private commercial enterpriseé.might
become aware of corporate crimes. Again, Section 4(5)(5)'5
reporting requirement has been public knowledge for over

a year, and it has not apparently impeded CIA's ability to
- 36 - : IR
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utilize private commercial énterprises for cover purposes.
And as was discussed above with respect to cooperating
sources, the commercial enterprises would not be aware

if crimes were reported unless the Department of Justice
decided to investigate, and even then the source of the

information could normally be protected.

Foreign Intelligence Services It would be a

rare caée indeed where a foreign intelligence service
would report information heeting a revised Section 4(a)(5)
standard, which the Department of Justice would utilize

in a criminal prosecutign. However, in the extreme case
of aﬁ assassination within this country, for example,
information which would lead to the apprehension of the
perpetrators obviously should be reported to the Department
of Justice. Investigations and even proszcutions need

not disclose the source of such evidence, so that the
agsurances given to foreign services could be maintained.
Moreover, there is 1little doubt that fofeign services have uti-
lized and will utilize outside intelligence channelé,infor-
mation we have given them, when they find it desirableée and

it can be done in a manner to protect the source.

-37 -
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In conclusion, the Department of Justice believes
that at least with'respecﬁ to certain classes of serious
crimes the CIA and other intelligence agzncies should not
be left with the responsibility or-oppar:unity to exercise
a law enforcement function -- to wit, the final determin-
ation whether a crime should be investigated or pro-
secuted. The Department of Justice recozmends that

Section 4(a)(5) be amended to read: ¥/

"Report to the Attorney General that information
required by 28 U.S.C. § 535(b) and in addition
any information, however acquired, evideﬁcing
violations of Federal law in the following classes
of criminal cases: |
(i) violations of law endangering a person's
physical safety;
.(ii) violations of 18 U.S.C. §§ 241, 242, 245;
(iii) violations of law affecting the.integrity.
of government (e.g., bribery, serious conflicts of
interest, serious violations of election laws, perjury,
obstruction of justice, misprision of a felony);

- 38 -
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(iv) violations of law involving espionage,
sabotage, or terrorisﬁ;

(v) violations of law involving willful disclosures
of classified information inteﬁded to reach the
public at large or a foreign power;

(vi) violations of law involving fraud on or
theft from the Government involving money or things
of value over $10,000;

(vii) violations of chapter 119, title 18, United
States Code; and

(viii) violations of law by foreign intelligertce

services in the United States.’

Option 3

Section 4(a)(5) be amended to read:

"Report to the Attorney General that infor-
mation required by 28 U.S.C. § 535(b) and in
addition any information, however acquired,
evidencing violations of Federal law in the follow;
ing classes of criminal cases when such violations
are committed by U.S. or foreign Intelligence

Agency operatives:

- 39 -
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(1) violations of law endangering a person's
physical safety; _

(ii) violations of 18 U.S.C. §§ 241, 242, 245;

(1ii) violations of laﬁ affecting the integrity
of government (e.g., bribery, sericus conflicts of
interest, serious violations of election laws,
perjury, obstruction of justicé, misprision of
a felony);

(iv) violations of law involving espionage,
sabotage, or terrorism;

-(v) violations of law involving willful disclosures
of classified information intended to reach the
public at large or a foreign power;

(vi) violations «f law involving fraud on
or theft from the Government involving money or
things of wvalue over $10,000;

(vii) violations of chapter 119; title 18,
United State Code; and

(viii) violations of law by foreign intelligence
services in the United States."

CIA prefers this option over option 2 on the following

basis:

- 40 -
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This option would extend the reporting requirement
levied on intelligence agencies beyond that reqﬁired
of other Government agencies to cover reporting violations
by the intelligence services of other nations and also
violations by U.S. intelligence operatives. Although
such reporting could create severe security problems
~for U.S. intelligence agencies, this optibn may reprasent
é proper balancing of intelligence and prosecutive intereéts.
By essentially limiting the reporting requirement to
people who are extensions of intelligence and eliminating
the need to report on third parties whose actions are
unrelated to intelligence, two CLA objectiﬁes are achieved.
First, those individuals or corporations which are willing
to collaborate with the U.S. Government for certain
limited purposes will be encouraged to do so and second,
the citizenry at large will not begin to identify U.S.
foreign intelligence agencies as part of a domestic police
informant network. Nevertheless, CIA believes that Option 1
is preferable to this option.

The Departmeﬁt of Justicé prefers this option over

Option 1 because it includes those cases which intelligence

agencies are most likely to acquire information about and

- 41 -
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which are the most serious in terms of possibly discreditiﬁg
intelligence agencies if not reported. Nevertheless,
the Department of Justice believes that Option 2 is

preferable to this option.

Option 4

The Department of Defense disagrees with O@tions 1-3,
but agrees with the need to limit Section 4(a)(5). Defense
believes, however, that this limitation need not be
spelled out in the Order itself; instead the details of
the threshold reporting fequirements should be left to
separate understandings with the Justice Department, and
that Secticﬁ 4(a)(5) be amended to provide for this
possibility. ’

The Department of Defense, however, concurs with CIA
that Option 2 is not appropriate to the extent that it
goes beyond Option 3.

Therefore, the Departﬁent of Defense recommends that
Section 4(a)(5) be amended to read:

"(5) Report to the Attorney General criminal
violations of Federal law by any person, including

an employee of the senior official's department or

agency, pursuant to guidelines adopted by the Attorney

General."

- 42 -
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The Department of Justice is not fundamentally
opﬁosed to this option, but it noﬁes that this option
rests substantial discretion in the Attorney General.
On the one hand, this could theéretically allow agreements
of the nature condemned by the Rockefeller Commission, and
it has been the Department of Justice's interpretation of
the éurrent Section 4(a)(5) to prohibit such agreements,
because the Departmént of Justice was equally at fault
in abdicating its responsibilities before the Executive
Order, as intelligence agencies were in improperly extending
their responsibilities to include a determination whether
a criminal investigation should go forward. If£ this
option is adopted, it would be the intention of the
Department of Justice to réquire by guidelines the re-
porting outlined in Option 2. Therefore, the fundamental
issue of whether Option's 2 requirements are to be put

into effect must be decided under this option as well.

(2) Section 4(h) -- This would be a new sectiom.
At the time of E.0. 11905's issuance the inclusion of

the Drug Enforcemént Administration in the charter section

- 43 -
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of the Order was considered, but fejected, on the basis
that its intelligence activities were only ancillary to
its law enforcement functions. This perception was not
totally accurate. In fact, DEA is pursuant to prior
USIB mandates the lead agency for narcotics intelligence
throughout the Executive Branch. As such it has an intelli-
gence collection, production, dissemination, and requirements-
setting function separate from its’enforcement function.
Therefore, the subcommittee recommends that DEA be repre-
sented among the intelligence agencies which have charters
in-Section 4 of E.O0. 11905.

The subcommittee recommends that a new Section 4(h)
be added to E.O0. 11905 to read:

"(h) The Drug Enforcement Administration. Under

the supervision of the Attormey General and pursuant
to such regulations as the Attorney Generalmay
establish, the Administrator of DEA shall:
(1) Collect, produce, and disseminate
intelligence on the foreign and domestic aspects

of narcotics production and trafficking in

-

coordination with other departments and agericies

with responsibilities in any of these areas.

- 44 -
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(2) Participate with the Department of
State in the overt collection of generél
foreign economic, agricultural, and political
information relating to narcotics activities.
(3) Coordinate with the Director of
Central Intelligence to ensure that the
United States foreign narcotics intelligence
activities are consistent with the United
States foreign intelligence policy."
And a new Section 2(b)(10) to read:
"(10) Intelligence element of the Drug Enforce-
ment Administration."

And in Section 4(a), after "ERDA" insert ", DEA".

(3) Section 5(b)(6) -- This section prohibits in-
telligence agencies from the infiltratién or undisclosed
participation within the United Stétes iﬁ any organization
"for the purpose of reporting onm . . . its . . . members,”
except for organizations believed to be acting on behalf
of a foreign power and composed primarily of non-United
States persons. This prohibition raises a problem where
CIA participates without disclosing its identity in an
organization in order to identify those members of the organi-

zation who may be useful to contact and recruit or debrief.

- 45 -
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When the member is in fact contaéted, usually not in
the context of the organization, CIA will disclose its
identity, but prior to this time there will be certain
reporting concerning the member's travel, acquaintenances,
etc., to determine the desirability of making the contact.
This appears to be prohibited by the present section,
and the Executive Order annotations, which explain the
provision as barring infiltration 'for the purposa of
collecting foreign intelligence or counterintelligence,"
reinforces this interpretation.
While there is a certain poﬁential for abuse in
allowing CIA to report on the activities of members
of domestic groups for purposes of determining the
desirability of recruiting or debriefing them, CIA believes
this source of information is extremely valuable, and
notes that the Order provides a similar exception from
the prﬁhibition on the cbllection of information.
Therefore, the subcommittee recommends that Sectibn
5(b)(6) be amended by adding at its end:

"; and except reporting on members of
organizations who are reasonably believed to
be potential sources or coﬁtacts, but only for
the purpose of determining whether the person

is a desirable source or contact.'

- 46 -
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(5) Section 7 -- Section 7 requires that all members
of the Executive Branch and its contractors given access
to information containing sources and methods of intelli-

. gence shall, as a condition of access, sign aﬁ agreement
not to disclose that information to unauthorized persons.
This Section is being wviolated by a numbar of
departments and agencies. Some simply have not yet undertaken

“to draft such an agreement; some have not required those
persons who already had accéSS at the time of the Executive

. Order to undertake such an agreement; others have believed
a secrecy "oath'" was sufficient; and others have exempted
certain officials from the réquirement of undertaking a
Secrecy agreement on the grounds that it would be demeaning.

The subcommittee is mot convinced of the need for a
Secrecy Agreement at all. Only on rare occasions will

its provisions be able to be enforced judicially.

- 47 -
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fThc subcommittee believes the present Section 7 should

not be retained. It is overinclusive in that it requires

a Sccrecy Agreement with respect to information which is not

classified, which is probably not judicially enforceable;

and it is underinclusive in that it is limited to information

related to sources and methods. Finally, the widespread

violation of this Section demonstrates that as presently

drafted it is inappropriate.

be deleted from the Order aitogether. The subcommittee

The subcommittee, therefore, recommends that Section 7

—’

L

further recommends that the group reviewing E.0. 11652 should

- consider the desirability of an improved Secrecy Agreement

for possible inclusion in a revised E.O. 11652, which would

be a more ratiomal placement for such requirement.

%

—

/  The Department of Defense dissents from this recommendation,

believing that pending the improvement of the Agreement and its
inclusion in an amended E.O. 11652, the current provision should
remain,

- 48 -
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June 1, 1977
SURBCOMMITTEE REPORT TO THE SCC

Executive Summary

Re: Lack of Authority for Electronic Surveillance Abroad and
Physical Searches within and without the United States.

The attached report to the SCC is made pursuant to PRM/NSC-
11 by the Subcommittee acting under the direction of the Attorney
General. ,

The report addresses the problem caused by the lack of any
Presidential delegation to the intelligence agencies oxr the
Attornay General to engage in foreign intelligence physical
searches in the United States and foreign intelligence physical
searches and electronic surveillances directed against United
States persons overseas.

The Subcommittee concludes that legislation should be
sought authorizing these activities, but pending the enactment
of such legislation, the President should delegate authority
to the Attorney General to approve electronic surveillance
abroad directed against United States persons in the same man--
ner as he does for electronic surveillances in the United States.
In addition, the Subcommittee recommends that the President
delegate the authority to the Attorney General to approve and
adopt procedures governing foreign intelligence physical searches
at home and directed against United States persons abroad in
two limited circumstances: (1) where the property to be searched
is in the custody of the United States or its agents; and (2)
where the property is on the premises of a foreign power to which
the United States or its agents have lawful access. No authority
for breaking and entering of any real property is to be delegated.

Attachment

CLASSIFIED BY John M. Illarmon, Acting Assistant
Attorney General, Office of Legal Counsel, Depart-
ment of Justice; XGDS, Cat. 2; DATE OF DECLASSIFPICA-
TION: Indefinite.
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June 1, 1977A
REPORT TO THE SPECIAL COORDINATION COMMITTER
- Re: Lack of Authority for Electronic Surveillance

Abroad and Physical Searches within and without
the United States., e

This report is submitted £o the SCC by the SCC Sub-
committee acting under the direction of Fhe Attornay General
pursuant tb PRM/NSC-11. '

Appendix A to this report is an opinion of the Acting
Assistant Attorney General, Office of Legal Counsel, to the
effect that while the President has the congtitutional power
to authorize warrantless physical searches of foreign powers
and their agents in the United States and warrantless physi-
cal searches and electronic surveillance of United States
persons abroad who are agents of foreign powérs, the Presi-
dent has never, except in.PD/NSC—9 and NSCID-6, generally
authorized such searches and surveillances. As there has
been no delegation of authorify from the President, the
Attorney General cannot approve such searches and surveillances.
Moreover, the Attorney General is of the view that the previously
issued Attorney General procedures for such searches and sur-
veillances in exigent circumstances should be suspended pending

a delegation of Presidential authority. This means that at

CLASSIFIED BY John M. Harxrmon, Acting Assistant Attorney
General, Office of Legal Counsel, Department of Justice;
XGDS, Cat. 2; DATE OF DECLASSIFICATION: Indefinite.
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present such searches and surveillances cannot be conducted
without either an extraordinary, ad hoc judicial warrant or
specific Presidential approval.

It may appear strange that the President would havé pro-
hibited electronic surveillance and physical searches directed

against United States persons abroad except in accordance with

]

procedur=s approved by the Attorney General unless the Pra

I~

dent believed that such procedures could in fact be approved.
Doubtless in February 1976 it was generally believed that CIA
had the authority to engage in such searches, so long as theyv
were conducted in accordance ﬁith procedures which assured their
legality; The law in this.area, however, has developed sub- |
stantially since February 1976. 1In March of that year a court
held that warrants were required for national security elec-

tronic surveillances abroad, unless the target was an agent of

a foreign power. See Berlin Democratic Club v. Rumsfeld, 410

F. Supp. 144 (D.D.C. 1976). 1In May the D.C. Circuit focused

for the first time on the need for explicit Presidential delega-

tions. See United States v. Ehrlichmann, F.24 {(b.C. Cir.

1976) . While it came as no surprise to learn that the FBI
could not make break-ins without Presidential authorization,
it was now realized that the FBI could not make any foreign

-2
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intelligence physical scarch, which would in a criminal con-
text reguire a warrant, without a Prasidantial authorization.

The question whether CIA already had such authorization
was not clear, and because of a lack of reguests for overseas
searchss and surveillances requiring a determination of that
question, the issue was not in fact resolved until earlier
this ycar.

The long-term solution to the problem raised by this lack
of authority should be legislation, which would reguire war-
rants for physical searches within the United States along the

lines of the present electronic surveillance legislation, and

either warrants or statutory authorization with civil libertieé
safeguards for eléctronic surveillance and physical searches
abroad. And the Administration has already committed itself

to legislation in these areas. 1In the overseas area the probiem
of American participation with foreign agencies in law enforce-—
ment activites could also be addressed.

For the short term, the alternatives are (1) to seek
Presidential author%zation patterned after the President's
February 3, 1977 memorandum regarding electronic surveillance
within the United States; (2) to seek Pfesidential authorization
on a case-by-case basis; (3) to seek extraordinary judicial war—
rants; or (4) to refrain from all physical searches in the

-3
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foreign intelligence and counterintelligence zreas in the

=t

United States and all physical searches and e 2ctronic sur-
veillances (not within NSCID-6 and PD/NSC-9) directed against
United States persons abroad untiil authorizing legislation is
enacted.

The CIA and FBI believe option (2) calling forrspecific
Presidential authorization on a case-by-case basis to be_gen-
érally unworxable becauses the cases that have arisen are routine
and are not of a type.that would merit the President's attention.
" The CIA believes option (3), extraordinary judicial warrants,
is unacceptable because in the normal case the danger to the
security of sensitive sources and methods posed by going to a
random judge with no mandated security procedures (Similar to
those in the proposed electronic surveillance bill) would out-
weigh the need to make the particular search or surveillance.
In addition, there are legal questions as torthe ability of
Courts to grant warrants for such searches and surveillance
absent statute. Both CIA and FBI find option (4), which would
Preclude all such searches and Surveillances until legislation
is enacted, to be unacceptable because valuable foreign intel-
ligence is being lost and it is expected that legislation could
not be obtained in less than two years.

-4-

S jolay

Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0




' Sanitized Copy Approved for Release 2‘01 1/01/26 : CIA-RDP75w0095A000300010001-0
w/

In the past year, there havz been s=averal situations

o

in which a physical scarch was desired where the matter to be

25X1 searched was in the custody of the United States or its agents.

It is these two classes of cases wheare a conntinuing need
for search authority exists before legislation can be obtained.
Moreover, these searches are not the intrusive breaking and

. *
entering searches which have raised the gravest questions._/
Rather these searches are more akin to the "techﬁical tres-

passes,” which Judges Leventhal and Merhige apopeared willing

to accept in United States v. Ehrlichman, F.2d (D.C.

Cir. 1976)(concufring opinion).

*/ There has been no request by any agency for a physical
search involving breaking and entering real property, and
while the need for such a search might arise in the future,
~its rarity plus the extraordinary nature of the search sug-
gests that such searches be approved only by the President
himself or by an ad hoc judicial warrant.
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The Subcomnittee, therefore, recommends that the Presi-
dent direct the SCC Subcommittee to draft lsgislation by
July 31, 1977, covering phrysical searches at home and abroad
and electronic surveillance abroad. In the interim the Sub-
committee recommends (1) that the President issue a memorandum
to cover overseas survelllance in the limited circumstances
and under the same procedures outlined in his February 3 memo-
randum to the Attorney General relating to electronic sﬁrveil—
lance in the United States; and (2) that ths President delsgate
to the Attorney General the power to approvs or adopt procedures

approving warrantless physical searches where either the searcher

—

is consensually on the premises of a foreign power, but not
neceésérily permitted access to a particular location cr object
thereon, or the personal property to be s=arched is in the
lawful custody of the United States or its agent. 1In all
other circumstances either specific Presidential approval or
a judicial warrant will be required, except that in emergency
situations where a life is in danger other searches may be
made.

A draft Presidential Directive is attached which would

accomplish this end. See Appendix B.

Attachment

-6—
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June 1, 1977

MEMORANDUM

Re: Lack of aurhority for electronic surveillauce
abroad and physical searches within and
without the United States.

In criminal cases in the United Statas a prior judicial
warrént is normally required to authorize either a physical
search or an electronic surveillance without the consent
of a party. Certain courts have, however, upheld warrant-
less electronic surveillance conducted within the United
States pursuant to the President's constitutional power

to gather foreign intelligence. Sze United States wv.

Butenko, 494 ¥.2d 593 (3d Cir. 1974); United States v.

Brown, 484 F.2d 418 (5th Cir. 1973). This exception to

the warrant requirement has been narrowly construed to

XGDS, Cat. 2; DATE OF DECLASSIFICATION: Indefinite
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allow only the targeting of persons who a
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e agecnts of ox

collaborators with a foreign power. See Zwel: v,

N

O

A,
o

Mitchell, 516 F.2d 594 (D.C. Cir. 1975). There 1is only

one district court decision directly relating to electronic
surveillance of United States persons abroad, but its
holding was likewise that a prior judicial warrant is
required, except in exigent circumstances, unless the
surveillance is of am agent of a foreign power pursuant

to the President's comstitutional authority. See Berlin

}Democratic Club v.' Rumsfeld, 410 F. Supp. 144 (D.D.C. 1976).
While the Department of Justice has not conceded the
validity of that holding -- requiring warrants overseas

for non-foreign intelligence electronic surveillances

directed against United States persons -- the Berlin Democratic

Club decision is consistent with prior decisions, see Powell

v. Zuckert, 366 F.2d 634 (D.C. Cir. 1966), and pending furtber
legal developments the Department of Justice is proceeding
in accordance with the decision.

There are no court cases explicitly recognizing warrant-
less physical searches of agents of foreign powers pursuant‘
to the President's constitutional power to gather foreign
intelligence. The only case to speak directly to physical
entry for foreign intelligence purposes, other than to plant

a bug, is United States V. Ehrlichman, 376 F. Supp. 29, 32-34

-2 -
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(D.D.C. 1974), aff'd, F.2d (D.C. Cir. 1975). 1In
the district court Judge Gesell held that the President
did not have the power to authorize a warrantless search
of an American citizen "whenever the President determines
that an American citizen, personally innocent of wrong-
doing, has in his possession information that may touch
upon foreign policy concerms,” 376 F. Supp. at 33, or,
in the alternmative, even 1f the President did posséss such
power, he had not authorized the break-in in that case.
Judge Gesell acknowledged, however, the possibility of
Presidential power '"under the most exigent circumstances.”
Id. While this case is often cited for the proposition
that warrantless physical searches for foreign intelligence
are unconstitutional, its holding does not go fhat far.
Indeed, on this point its holding is consistent with

Zweibon v, Mitchell, supra; that is, unless the target of

the search is an agent or collaborator with a foreign power,

a warrant is required.
On appeal the Department of Justice filed an amicus
brief stating:

It is and has long been the Department's view
that warrantless physical entries into private
premises are justified under the proper circum-
stances when related to foreign espionage or
intelligence.
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Subsequently, the Office of Legzl Counsel of the Department
of Justice reviewed the existing case law and statutes
and.determined that, notwithstending the district court's
decision, "given a 'foreign intzlligence' exception to
normal warrant requirements, physical entries are permissible
or nmot according to their 'reascnableness,' and are not
categorically excluded from the exception.”

It is, therefore, my opinion that the President
does have the constitutional power to authorize warran:tless
electronic surveillance and warrantless physical searches
of foreign powers or their agents. .

The circuit court in Ehrlichman affirmed the district

court decision on the basis that whether or not there was -
an exception to the warrant requirement for physical searches
for foreign intelligence conductaed pursuant to the President's
constitutional powers, neither the President mor the Attormey
General had authorized the Fielding break-in and hence the
search could not be justified on the basis of whatever con-
stitutional powér the President might have.

The President, by memorandum dated February 3, 1977,

delegated to the Attorney General his authority and authorized

-4 -
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the Attorney General to approve warrantless elactronic sur-
veillance, and the n=acassary intrusicn o effecst the surveil-

L

lance, within the United SLaLEQ diczcisd against foreign powers
P A

or their agents, according to the proceduvres delinsated in the
memorandum. It is pursuant to this authority that the Attorney
Genral has approved warrantless electreonic surveillances with-
in the United States. The President has never dzlegated <o
the Attorney General the au;norltj, oz autinorized him to approve:
electronic surveillances abroad or physical sezrches either

%
within or without the United States.” Therefore , at the present
time the Attorney Genaral has no authority to approve such sur-
veillances or searches.

Section 5(b) (2) of E.O0. 11905 prohibits intelligence
agencies from conducting electronic surveillance of communica-
tions to or from the United States or directed at United
States persons abroad except pursuant to procedures approved
by the Attorney General. Similarly, Section 5{b) (3) of
E.O. 11905 prohibits intelligence agencies from conducting
unconsented physical searches abroad except pursuant to
procedures approved by the Attorney Gensral. It has been
argued that these exceptions to the prohibitions constitute

a positive authorization to the Attorney General, but given

the statement in the preamble to Section 5 that "This Section

*/.  One narrow exception is PD/NSC-9 which authorizes the
Attorney General to approve warrantless electronic surveillance
and mail openings directed against United States psrsons in
Berlin.

- 5 -
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of this Order does not authorize oa- activity nct previously
¥y Y P N;

.»'' 1 do not beliasve

authorized . .
the exceptions to the prohibitions can bz read as.positive
authorizations to the Attorney Ganzral to approve elactronic
surveillance or physical searches zbroad directed against
United States persons.

The question has also been raised whether express
authorization from the President is reguired for the
Attorney Gensral to approve warrantless survaillance or

searches. On the basis of the court's statement in

United States v. Ehrlichman, F.2d_____ (D.C. Cir. 1976)
that the Attorney General is the President's "alter

ego for these matters,'" it can be argued that no express
delegation or authorization is required. Support for

this proposition is also found in iIn re Neagle, 135 U.S. 1

(1890), where an order of the Attorney General absent
Presidential authorization or delegation was found to be

a valid exercise of the President's constitutional powers.
Nevertheless, in the particular area of foreign intelligence
searches and surveillance, where Presidents have tradi-
tionally utilized an explicit delezation or authorization

to the Attorney General to épprove electronic surveillance

*
in the United States it is singularly inappropriate for

%/ See also PD/NSC-9. -6 -
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the Attorney General to arrogate to himself the
of the President to approve warrantless searchas absent
an explicit Presidential directive to that e
also Department of Justice Report Concerning its Investiga-
tions and Prosecutorial Decisions with respect to Central
Intelligence Agency Mail Opening Activities in the United
States 35-39 (1977}).

I read NSCID-6 as a specific authorization for the
appropriate agencies to engage in communications intelligence
activities, including by implication the targeting of United
States persons. However, if activities undertaken pursuant
to NSCID-6 do target United States persons or comrtunications
to or fFrom the United States, thess activities must be in
conformity with procedures approved by the Attorney General.
See Section 5(b) (2), E.O. 11905. Therefore, it is my
opinion that the Attorney General can lawfully approve, under
the standards in the various procedures, the targeting 6f a
United States person by communications intelligence activities,

because these activities have been specifically authorized by

the President in NSCID-6.
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Other electromic survaillance goside the United
States and physical searches within or without the United

States, however, have not, to =y knowledge, ever beer

specifically authorized by the Presidenc.® Therefors,
nelither the agencies involved nor the Attorney General

have been authorized by the President to invoke his

constitutional power to utilize a warrantless search in

these situations to gather foreign intelligence from foreign
agents.

Consequenitly, at the present time I believe that
before a United States person can be the target of a physical
search within the United States or abroad (hot within the

authorization of PD/NSC-9) or an electronic surveillance

abroad (not within the authorization of NSCID-6 or PD/NSC-9);'

either an extraordinary judicial warrant or specific
Presidential approval of the sesarch or surveillance is required.

With respect to the exigent circumstances exception to
the warrant requirement, this exception applies in circum-

stances where, but for the emergency situation, a warrant

would be applied for and would issue. The exception would

also apply if the President had delegated his authority to
the Attorney General to authorize warrantless physical searches

to gather foreign int elligence and counterintelligence and the

~

*/ Again, PD/NSC-9 is the one exception to this statement,
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search were made in circumstances where prior Attorney Genaral

approval could not possibly be obtained but wouid have issued
had it been possible to make the prior application. In such
a case, under Attorney General procedures the agency would
be reguired, after the fact, to report the search and a de-
scription of the exigent circumstances to the Attorney Genesral.

However, until the President makes 2 delegation of authority
to the Attorney Gensral, there can be no exigent circumstances
exception to Attorney General approval as that approval could
not issue in any event. And as the President himsélf has
directly authorized only one specific search without a warrant,
there is no pattern of precedents from which we can draw the -
standards which he might apply for taking éu*h extraordinary
action. Consequently, it cannot be said that but for the exi-
gent circumstances, the President would have personally author-
ized the particular search.

The only remaining ground, therefore, for a warrantless
séarch in exigent circumstances 1is that a judicial warrant
would have issued but for the emergency which made application
for and issuance of a warrant impossible. While the Department
of Justice is of the view that extraordinary warrants can
issue for physical searches to gather foreign intelligence

and counterintelligence, neither the FBI nor the CIA has

ever applied for such a warrant and no suci warrant has ever
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issued. Therefore, it cannot bz said thar but for the
exigent circumstances a warrant would have issusd because,
based on past conduct, thers would havea bsen no appliéation
for a warrant even if there had beeh the opportunity.

The principle underlying the Fourth Amendment warrant
requirement is that the standards for a finding of probable
cause are to be set and appliced by a nectral and detached
magistrate. If warrantless physical sezrches are permitted
in exigent circumstances even though warrants as a
matter of policy would not be sought, tkhere would never
be judicial review of the standards being applied by the
intelligence agencies to conduct such searches. Physical
searches in foreignintell._ence matters differ in this

respect from warrantless searches in law enforcement in

that the law enforcement search will often be subject to

judicial review where the search is challenged in a subsequent

criminal trial. However, the search for intelligence pur-
poses will go unexamined and probably unknown. While this
is trus whethar'the search is pursuant to Presidential
authorization or not, at least where the search is pur suant
to Presidential authorization the standards have been ar-

ticulated at the very highest level of the Executive Branch,

- 10 -
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and are not left to the discretion of lower officials. 1t

is this point on which the court focused in United States v.

1

Fhrlichman, F.2d (b.C. Cir. 1976}, and it is this

point which militates against even an exigent circumstances
exception in the absence of a Presidential authorization.
Consequently, in light of the practice of the intelligence
agencies with respect to applications for judicial warrants
and absent Presidential authorizatiom, it is my view that
therecan be no warrantless physical searches or electronic

surveillance abroad even in exigent circumstances.

7 s /
{/ /7('],/&,5;;:.;‘/{,/

John M. Harmon

Acting Assistant Atforney General
Office of Legal Counsel
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June 1, 1977

PD/NSC-
TO: Attorney General
Secretary of State
Secretary of Defense
DCI
RE: Electronic Surveillance Abroad and Physical

Searches for Foreign Intelligence Purposes.

I have carefully reviewed the issues raisaed in the
SCC's report with respect to warrantless electronic
surveillance directed against United States persons
abroad, and warrantless physical searches (a) of certain
premises or property within the United States and
(b) of the premises or property of United States persohs
abroad, These searches and surveillances would be
conducted solely for foreign intelligence and counter-
intelligence purposes, including intelligzence on inter-
national terrorism.

I am iﬁfor@ed by the Attormey General that in his
view the President has the constitutional authority to
approve warrantless electronic survelllance directed against
Americdans abroad who are agents of foreign powers, but
that the Supreme Court has never addressed this issue.

He also informs me that in his view the President
has the constitutional authority to approve reasonable

warrantless physical searches directed against foreign
__sBeRET
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powers or their agents in the United States and against
Americans abroad who are ageants of a forelgn sowar. He
notes, however, that mo court has ever recognized this
authority, so that his opinion on this issue is subject
to judicial challeunge.

It is clear to me that reasonable physical searches
and electronic surveillances for intelligence purposes
necessary to the security and well-being of cur nation
should be authorized. The invocation of inherent
Presidential powers to authorize such searches end
surveillances, however, would subject such searches
and surveillances to doubt and question not omnly b?
those who are concerned about the roper role nL our
intelligence agencies but also by those who must carry
out the searches often at grave risk to themselves.
Therefore, it is my firm belief that this Government's

clandestine intelligence activities -- and especially

those which impact on the rights of Americans -- should

to the maximum extent possible be legitimized and affirmed
by the Congress a4s the lawmaking body of this nation.

Such affirmation is esseﬁtial not only as reassurance

to the Nation that our intelligence activities are conducted
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in a legal and proper manner but also as a national
statement that thesz activities are mecessary and
desirablzs for the security and well-being of the
Ameriban‘people. Therefore, I direct thnat the Dezpartment
of Justice, in coordination with the Department of
Defense, the Department of State, the Central Intelligence

Agency, and the Vice President, produce draft legislation

" with respect to electronic surveillance abroad
and physical searches both in the United States and abroad
to be presentad to Congress by this Administration. It
is my desire that these drafts be ready Zor my decision
by July 31, 1977.

T am satisfied, however, that if compelling situations
arise priof to such time as this legislation might be
enacted, it may be necessary to the security and well-being
of.this Nation to engage in physical searches in the
ﬁnited States and physical searches and electronic

surveillance abroad directed against United States persons.
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There!owre, pending the enactmznt ol 1egislation‘
in this aret, I delegate the power to the Attorney General
and his successors in office, to approve, without prior
judicial wnrrant, electronic surveillance directed
against United States persons abroad.

This power and authority shall be exercised pursuant
to the following standards and procesdures:

(L) A garrantless, mon-consensual =lactronic sur-
veillance ubroad directed against a United States person
will, gcept in emergency situations, only be authorized
upon the pwrsonal approval of the Attorney General (or
Acting Attorney Gemeral), upon the request of the head
of the Depurtment Or Agency desiring the electronic
surveillanrc.

(2) approval will not be granted unless the Attorney
General (or Acting Attorney Genergl) has satisfied
himself that:

(a) the requested electronic surveillance

is necessary to obtain significant foreign intelligence

or covnterintelligence information;

(b) the United States person who 1s the target

of the electronic surveillance is an agent of a

foreiyn power; and

-4 -
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(¢) the wminimum physical inrrusio: necessary
to obtain the information sougnt will be usad,
- (3) Where necessary, the request and authorization

may be oral, but shall be followed by written confirmation

N

as soon as possible,

(4) No electronic surveillaace directed against
a United States person shall continus for over 90 days
without the written authorization of the Attornay General
(or Acting Attorney General).

(5) In addition, I authorize the Attorpey General to
adopt pfocedures governing the conduct of electronic sur-
veillance abroad, whether or not dirscted against a United
States person, to ensure its legality and propriety, which
procedures shall provide for authorization in emergency
situations and for the minimization of the acquisition,
retention, and dissemination of informarion concerning
United States persons which is not necessary for legitimate
Government purposes.

* % %

I have already in my February 3, 1977, memorandum

authorized and delegated the powsr to the Attornay General

to approve the minimum neacessary trespass or intrusion to

-5 -
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implant an electronic nsurveillancze device. I hereby
delegate the power to the Attornsy Gezneral to adopt

procedures concerning, Aand to approve, certain warraﬁt~
less physical searches of (a) the real or parsonal prop-
erty of foreign powers in the United States, and (b) the
personal property of p=rsons in the United States or
United States persons abroad who are agents of foreign
powers. These physicat Searches shall be limited to
(a) a search of personal property which is in the custody
of the United States or its agents, or (b} a search of the
premises of a foreign yower by an agent of tha United
States who is lawfully on the premises, which extends beyond
those.specific areas to whichrthe agent is entitlad to
have access.

This power and authority shall be exercised pursuant
to the following standards or procedures:

(1) A physical s=arch of the propsrty or premises
of a foreign power in the United States will only he
authorized pursuant to procedures adopted by the Attorney
General to insure its reasonableness, which procedures
shall not authqrize any breaking‘or non-consensual entering
of any real property.

(2) (a) A physical search of the personal property
of persons in the United States or a United States person

-6 -

SECRET

 Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0



T P T

[EEC R T

" Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0
S v X

v

abroad will, except in emergency situvations, only be
authorized upon the personal approval o the Attornay
General (or Acting Attorney General), uson the request‘
of the head of the Bureau or Agency desiring the search.

(b) Approval to conduct such a sezrch will not be
granted unless the Attorney General (or Acting Attorney
General) has determined that:

(1) the requested search is necessary to
obtain signifiéant foreign intelligence or counter-
intelligence information;

(ii) the person whose propertr is to be
searched is an agent of a foreign power;

(iii) the minimum physical intrusion necessary
to obtain the information will be used; and

(iv) the search does not involve the reaking
or non-consensual entering of any real property |
and any container to be searched is, at the time
of the search, in the lawful custody of the United
States or its agents,

(c¢) Where necessary, the request and authorization

may be oral, but shall be followed by written confirmation

as soon as possible,

-7 -
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BLEeRTT
(3) I am not delegating the authority to malzs any

physical search within the United States or of the prop-
erty of United States persons abroad for foreign intelli-

gence or counterintelligence purposes that involves the

e

breaking or non-consensual entering of any real propsart

or the search of any personal property which is not in the

v

Pt oS~
oo S

o
(8]

custody of the United States or its agen t in emer-

gency situatlons where a person's life is reasonably beliesved
to be in imminent danger.

(4) In addition, I authorize the Attorney General to

9]

al searches

L

adopt procedures governing the conduct of pﬁvsi
authorized herein to enéure their legality aﬁd propriety,
which procedures shall provide for authorization in cmer-
gency situations and for the minimization of the acguisi-
tion, retention, and diésemination of information concerning
United States persons wﬂich is not necessary for legitimate
Government purposes.
* * *

Nothing in this directive shall be deemsd to authorize
the warrantless opening of mail in United States postal
channels, nor shall anything in this directive be deemed

to affect PD/NSC-9.

Jirmy Carter
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* MEMORANDUM FOR: PRM/NSC-11 Subcommittee Members

FROM 25X1
General Counsel .
SUBJECT : Lack of Aﬁthogrity for Electronic Surveillance Abroad
' and Physical Searches Within and Without the United
States
REFERENCE ¢ Draft Report to the Special Coordination Committee,

Same Subject, dated 13 May 1977, Prepared by
Department of Justice

1. The referenced report deals with warrantless physical searches
of foreign powers or their agents In the United States, and warrantless searches
~or electronic surveillance directed against U.S. persons abroad and conducted
for the purpose of gathering foreign intelligence or counterintelligence. Attached
to the draft is a legal memorandum. That memorandum concludes that while the
President has the constitutional power to approve the activities in question, he has

never delegated that authority except within narrow limits (NSCID-6 and PD/NSC-93,

-and that absent such a delegation, or absent specific President ' approval in
a particular case, no such activities may lawfully be conducted by CIA, even
under exigent circumstances in which a warrant might not otherwise be
required if the search or surveillance was intended for some puvrpose other
than the gathering of foreign intelligence. '

2. Starting with the premises developed in the attached memorandum of
law, the referenced report considers steps that might be taken to place approval
of the activities in question on a sound and workable legal footing. Asa
permanent step, the report proposes legislation "which would require warrants
for physical searches within the Unjted States along the lines of the present
electronic surveillance legislation, and either warrants or statutory authorization
with civil liberties safeguards for electronic surveillance and physical searches
abroad." The recommendation is that such legislation be drafted by the Sub-
committee, to be ready for the President's review by 31 July 1977. Asan
interim step, pending the submission and enactment of legislation, the report
outlines four options and recommends the first of those options - namely, a
limited delegation from the President that would authorize the Attorney General
to approve, within a defined range of circumstances, warrantless physical
searches in the United States and abroad and electronic surveillance abroad.

23

1
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A draft delegation is also attached to the report, and among other things the
delegation contains a proposed Presidential statement as to the need for
legislation affirming the power of the Executive to conduct these activities
and regulating the exercise of that power.

3. CIA's comments on the referenced draft report are set forth below.

The basic premise

4. It is likely to appear strange to the Special Coordiration Committee
that the issue of lack of authority in this field is being raised at this juncture,
more than a year after the adoptlon of E.O. 11905 and the issuance of interim
Attorney General procedures relatlng, in CIA's case, to electronic surveillance
abroad, implementing Section 5(b}(2), and unconsented physical searches abroad
implementing Section 5(b}(3}. Accordingly, by way of background, we think
the report to the SCC should include an explanatory comment to the effect

»

~ that the need for a further delegauon of authority from the President has only"

recently been perceived. Whether on the theory that E.O. 11905 itself con-

stituted a sufficient delegation, or that the Attorney General was in a position
to act as the President's "alter ego" in regard to the authorization of activities
covered by Sections 5(bJ (2) and 5(b) (3}, see U.S. v. Erlichman (D.C. Cir.

No. 74-1882, decided 17 May 1976, slip op.page 31}, Meyers v. U.S., 272

U.S. 52, 133 (1926), we believe it to have been the view of the last administration;

>,'1nclud1ng former Attorney General ".evi, that no further action by the President

was required to authorize the Attorney General to approve warrantless physical
searches or electronic surveillance conducted by CIA abroad and directed
against U.S. persons.

5. As we see it, no President could have signed an Executive Order
providing that certain activities could be undertaken pursuant to procedures
established by the Attorney General without understanding, and intending,
that the Attorney General could thereafter approve such activities. We there-
fore doubt the need for a further delega’uon But assuming such a need, the
shift in Justice Department thinking on this point should be acknowledged.

The commitment to legislation

6. The draft report urges that legislation be submitted to the Congress
which would recognize and affirm the search powers with which the report
deals, and the attached draft delegation contains a Presidential commitment
to this course of action.

7. In the case of searches opt51de the United States, the draft report
and delegation are both careful to avoid any reference to a warrant requirement
as an essential element of the proposed legislation. Nevertheless, it seems to
2

; Y
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us that the legislation inevitably will be shaped, either zs submitted or as
enacted, to include such a requirement. Depending on the showings that
would have to be made in the application papers, and the detail of the infor-
mation necessary to support such showings, 2 warrant requirement could as
a practical matter rule out any CIA searches abroad, whether physical or
electronic, directed against U.S. persons (who presumzbly would be the
only ones protected}. A commitment to legislation is therefore premature in
our judgment. The better course would be a commitment to the consideration
of a statutory approach, with a report examining the pros and cons rather
than a draft bill scheduled to be presented to the President by the 31 July
deadline.

Ad hoc warrant option

8. One of the possible interim options discussed in the draft report
is to forego any delegation of authonty from the President, leaving the Attorney‘

General assertedly powerless to approve any warrantless searches abroad, or

physical searches within the United States, and instead to seek special judicial
warrants on a case-by-case basis. In terms of its availability as an alternative,
this option is put forward as being on a par with the others, and the only issues
deemed to requlre dlscussmn in the report are policy issues.

9. Our impression is that there is considerable L.ncertamty surroundlnfr
the quesnon of judicial authority to issue warrants for the purpose of gathering
foreign intelligence. No such authority stems from either Rule 41 of the Federal
Rules of Criminal Procedure or Title IIl of the Omnibus Crime Control and Safe
Streets Act. Nor are there any other statutory provisions of which we are aware
that even refer to foreign intelligence warrants, let alone authorize the issuance
of such warrants or spell out the applicable procedures or describe the
circumstances under which such warrants may be obtained.

10. If indeed there are important uncertainties in this regard, as we
believe there are, the discussion of the special warrant option should be
revised to indicate that the availability of this alternative is subject to legal
question. R

The scope of the delegation

11. The proposed delegation from the President, attached to the draft
report, is limited in scope but would authorize the approval of warrantless
searches, whether physical or electronic, in those circumstances in which
CIA is likely to have an interest in carrying out such activities. Accordingly
we have no objection to the limited scope of the delegation.” However, we note

) ? 20y §
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that the Attorney General's authority to approve was
agalns’c a U.S. person abroad is limited to situations i:

"agent of a foreign power." We assume that the term ©
which is not a defined term, includes, as it does under e
existing electronic surveillance procedures, one who is reason nably believed to

be engaged in clandestine intelligence activities or sabo- :2ge a2t the direction of
a foreign power, or one who knowingly aids or abets such a person in such
activities. We also assume that term includes, again as it doss under the

deiinitions in the existing electxonic surveillanc
is reasonable believad %o bhe sngaged in terroris
of a foreiga terrorisi group. “a belizv: z
to clarify these points and to specify that the A wttornay Ce eral's authority extends
to the approval of a warrantless search or surveillance directed against a U.S.

t

erson abroad reasonabl believed to be involved in terrorist-related actl\rlt:.as. :
p y .

procecures, a person who
s or acting on hehalf
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T
02

W

1 T 13 T P - o
ion should L2 cmendad
1.

25X1

~

Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79MO00095A000300010001-0



T R R TP R

NI R

i v ——

1 1 M| H [ DR Y SV « ] PRI S T
. ,’-i;*“;-n;. Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0 '

CONTROL NOC.

0l REELY
naedfi
CFORNMATIG SHNATURE
\\,/,
- — e X"
FROM: NAME. ADDRESS, AND PHONE NO. DATE ~

Channels

Access 1o this document wili be resiriciad to
those anprovad for the following specific activities:

™
\
" Lo A
Warning Motice
Sensitive Intalligenca Sources and tlathods Invoivad

NATIOMAL SECURITY IMFORMATION

Unauthorized Disclosure Subjzct to Criminal Sanctions

i \
7 E %

o a
TCLI O

ala

(Security Classificatian}
E2 IMPDET

\\
A3

s .. " ey e e e [ . <
.-/7 e R .’/ _»"/ N . ,/’ r/ .. // ~ /v—

Y

Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0



1‘
LRI 1R A

Sanltlzed Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0

——m e e ek E N m b R AVAI IS AN

Y A -
REPORT TO THE SCC -—- ATTORNLEY GENLERAL PROCEDURES

EXECUTIVE SUMIARY

The attached report is submitted to the SCC pursuant
to PRM/NSC-11 by the subcommittee acting under the direction
of the Attorney General.

The report addresses problems identified with Attorney
General procedures governing electronic surveillance (including
SIGINT under Section 5(b)(2), E.O. 11905.

The subcommittee concludes that the Attorney General
procedures do not seriously impair the government's ability to
obtain that foreign intelligence and counterintelligence
information which legally can be obtained by electronic sur-
veillance.

'Of the problems identified, several were determined to
be insoluble because they arise from legal requirements,
see Problem (a) (pages 4—5); Problem (e) (pages 16-18);
Problem (f) (pages 19-19a); Problem (h) (pages 23-25).

Problem (b) (pages 6-9), relating to the requirement te
delete the identities of U.S. persons from,communicaﬁions,‘even
when they are not parties to the.communiéation, excepﬁ uﬁder
specified conditions; is more a matter of policy than lew, but
the subcommittee recormends that current policy be maintained;
except as modified below. |

Problem (c) (pages 10-11) relates to the powers of
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the Attorney General to go behind certificazions by other

Evxecutive officials. A change to the Attornev General's

- PERR S

powers would reguire a change in thes Presicdant's delagation
to the Attornecy Ceneral, and the subcommittze recommends
against such a change.

Problem (d) (pages 12-15) concerns th2 =z2ffect of the
Attorney General's deletion reguirement on-data base main-
tenance and the administrative burden assoclated wilith reports
to the Attorney General concerning cases whare identities are
not deleted. In addition, it discusses the d=letion reguire-
ment where United States persons are parties to the inter-
cepted communications. The subcommittee recommands that the
procedures not be changed except as discussa2d below.

Problem (g) (pages 20-22) involves ths impact of the
Attorney General procedures on the reporting of economic
information. Here the deletion requiremants noted,abdve have
an adverse impact on reports concerning export/import cases,
because of deletion of equipment nomenclature, and concarning
certain commodity and fund movements, beacauss maski Fg the
identity of the U.S. corporation can lead to double coﬁdtl.g.
or a lack of effective targefing of collateral sburces- The
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subcommittee recommends that the Department of Justice
and collectors/custemers identify those areas where corporate
identities arc important to the understanding of significant
foreign intelligence, and that the procedures be amended to
allow reporting of corporate identities in those areas.

Problem (i) (pages 26f37) relates to the problem of the
interface between law enforcement and foreign intelligence
electronic survaillance. As noted above, the deletion
regquirements are more a matter of policy than law, and that
is especially so in this area. Enforcement agencies are
desirous of obtaining information from intelligence agencies'’
electronic surveillance, pafticqlarly in the areas of terrorism
and international narcotics trafficking. Intelligence agencies
are concerned about mixing law enfor-ement and foreign intelli-
gence activities and in addition are concernead for the pro—
tection of their sources and metho@s. The problem in the
narcotics field has also been studied by the Office of Drug
Abuse Policy. The subcommittee is unable to make a final
recommendation on this issue.

Problems (j) and (k), b:iefly mentioned in the report,
ware not pertinent to this report.
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Finally, a problem with spacific rzizrence to the

Attorney General's procedures relating to TELEX and leased
line interceptions has been raised by N3i (pages '39—41) .
NSA recommends generally reducing the rcls of the Attorney
General and the Department of State iﬁ favor of accepting
intelligence agencies' determinations. Ths subcommittee

recommands against this proposal.
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REPORT TO THE SPECIAL CCORDINATION COVWIT TEE

LJ

Re: Attorney General Procadu

r2s Relatine
to Floctr011y Surveillance.

=]

This report is submitted to the SgC by the SCC
subcommittee acting under the direction of the Attorney
General pursuant to PRM/NSC-11. i

-TQlS report discusszs the problem areas which have
been identified in the year since Attorney General pro-
cedures have been in effect. Where thoss problems are
legal in nature, the report reflects the Department of
Justice's conclusion as to the limits of the law. Where
the problems ére not legal in nature, the report attempts
to identify the competing considerations involved 50
that the SCC may make an informed policy reco

Slnce March 1, 1976, pursuant to Section 5(b)(2),

E.O0. 11905, all electronic surveillance, including signals

to or from the United States or against United States per-
sons abroad is prohibited excep* lawful electrecnic sur-
veillaence conducted in aCCOYdaPCQ with procedures approved

by the Attorney General.*/ 1In fack, the procedures place

*/ In addition,. on April 8, 1977. pursnant +n PD/VQF -9 the Attorney
General adopted procedures to govern the conduct of

electronic surveillance in Berlin.
TOP SECRET UMBRA
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restrictions on CIA and NSA wnich extend bzyond clec-
tronic surveillance directed at commnunications to and
from the United States or against United States persons
abroad. Except for CIA's procedures for microphone
surveillance, the Attorney General's procedures for NSA
and CIA also place restrictionms on the retention, use,
and dissemination of all communications which either have
a United States person as a party or wnich mention an
identifiable United States person. Almost all of the

procedures have be=n amended at least once in light of

operating experiences and problems encountered in the

In aldition, all FBI electronic surveillance within
the Unitéd States, while not subject to the provisions
of Section 5, E.O. 11905, must be personally approved by the
Attorney General and is subject to case-by-case restrictions
on the retention and use of iInformation, and moét’recently,
generalrrestricfions on dissemination.

1

The basic structure of the Attormey Genzral's procedure

o
T
w

(

> 3

withh respect ﬁo CIA'sland NSA's interception of electrbnic

ceoinmunications is} (1) to require the prior approval of

the Attormey General before any United States pérson may
-2 -
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be targeted, which approval can . be grasnted only if

the United States person is an agent of a foreign power, /
(2) to requirz the destruction of all intercepteﬁ communi-
cations which have a United States pzrson as a party unless
the communication contains significant foreign intelligence
or other information specified in the procedures, and

(3) to require the deletion of the identity of any United
States person reflected in an interceptéd communication
even if hes was not a party to tha cozmunication, unless
certain strict criteria are met. Generally, these
restrictions are required because in the Department of
Justice's view they are mnecessary to ensure the lawfulness
of the activity absent a warrant.

These procedureé and their impact on the legitimate
activities of the intelligeﬁce community were the subject
of.an extensive review in the last Administration

.by-a group under the direction of the DCI pursuant

to a raquest from the NSC. While certain

*/ The definition of United States persecn in these pro-
cadures is quite broad, including any person for whom a
warrant would be requivad if the electronic surveillance
waere for other thdn foreign intelligence purposes. Hare
too, thz Attuorney Geuneral's procedurss cutead further than
Ehe wandate of Section 5(b)(2), £.0. 11935. Scze pages 16-13,

infra.
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specific problems were identified i

3
)
o)
o
rr
I
0
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conclusion was that:
No problems were identified which would seriously
impair our present ability to produce meaningful
foreign signals intelligence on ecoromic, poliﬁical

and military matters of significant importance

3

to the maintenance of national security or the
effective conduct of foreign policy, nor which
would impair our present ability to predict foreign
crises,

The following problem areas were identified in the bCI‘s

report.
PROBLEM AREAS

Problem (a) --

_ The categorization of strictly foreign
intclligence signals intercept operations under
the gencral heading of "electronic surveillance."
This has the effcct of placing SIGINT operations
under the same strictures and control
procedures as-are applied to other more cxtraocr-
dinary and classic electronic penetratiocn or
eavesdropplng activities. T

-4 -
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1

the view thzat For

(V3]
Q
Hy

The Dezpartment of Justice 1

legal purposas SIGINT oparations ar

18}

not distinguishable

from '"more extraordinary and classic electronic penetration
or cavasdropping activities.'" That is, communications

on ILC are protected under the Tourth Amendment in thu
same manner as communications on telephones. 1If a party

to a communication is a person entitled to Fourth Amendment
protections; those communications are péotected by the
Fourth Amendment and their interception must be consistent
with Fourth Amendment requirements.

Whether foreign opowers in the United States, or their
officers and employees while acting in an official capacity,
are protected by the Fourth Amendment at all is an open
questiom. They-are, howaver, protected by'international
law and treaty, but the Departmzat oI Justicz and th2
Department of State agree that the interception of foreign
powers' communications are not p:ohibiteﬂ by intermational
law or treaty. Under the various procaduras, electronic
surveillence of foreign powers is mot affectad =xcept to the
extent that Un nited States persons =ay be involvad as parties
to or subjacts oF communications.,

In short, the Department of Just

)—Jo
[p]
o
(9]
o
J
)—1
o]

N
]
1))
T
o
o
¥

the placing of SIGINT operations undsr the same
strictures and controls as ars applied to other forms
of electr

onic surveillance is lezally necessary.
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!if: ,
The Attorney General's g'id@liﬂLS For the
conduct of SIGINT upﬂratlon~ zgainst international

lines of communications and nztional diplomatic

nets make no clear-cut distinction bztitween informa-
tion concerning "United States persons"” derived

from intcrcept of dedicated forcign National Dip-
lomatic Communications on the one hand (or even from
intercept of those communications of foreign a affairs
ministries which are passed via certain regularly
used International Commercial 1links), as opposed

to information obtained from intercept operations
directed against the international COﬂnunlcatlons

of purely private individuals and entities.

L‘)

The Attornsy General's procadures reguire the deletion
of the identity of United States persons ifrom intercepted
communications, except when certain spacific exceptions are

met,*/ whether or not the United States person is a party

to the communication. Under current judicial case law a

*/ The exceptions are: the communication is enciphered or
Teasonably believed to contain secret information; the
retention of the communication is necessary for the main-
tenance of technical data bases; the communication evidences
or concerns a possible threat to the pHYSlC“l safety of any
person; the communication is evidence that the U.5. person
may be an agent of a foreign power; the communication is
evidence that the U.S. person may be a target of intelli-
gence activities of a foreign powar; th communication is
evidence that the U.S. person is engaged in the unauthorized
disclosure of properly classified *13*:3.0*’1 al security informa-
tion; the U.S. person has consented to the retention and use
of communications to which he is a par*" or in which he is
mentionad; the communications have bsen interce ptad pursuant
to prior Attorney General authorizetion of the selection te
the communication contains information r=lating to the safe
of any Secret Service prot ectee; or the 1deﬂt1uy of the U.S.
parson in the context of the message is significant foreign
intelligence. :

- 6 -
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parson does not have a protected Tourth Amgnadment interest
in what others communicate about hin, and iz has therefore
been suggested that this requirement of deletion is unnecessary
when the United States person is not a party. AS a strictly
legal matter deletion in most cases may not be regquired.*/
As a policy matter, however, Attorney Gen=2ral Levi determined
that such deletions were desirable where onz of the specific
exceptions did not apply. In addition, it was felt that
pravious political abuse of inf formation concerning Unitved
States persons acquired from communications to which they
were not parties would, if the matter came pefore a court,
threaten SIGINT operations generally and perhaps result in
a judicial decision finding a Fourth Amendment interest in
what others communicate about é erson.

Prior to the Attorney General's procedures, pursuant
to Henry Kissinger's instructions all intercepted communica-
tions making reference to him were passed o him for review.
He then decided whether and to whoﬁ they should be dissemin-
ated. This system, for the most part, was used for legitimate

purposes, but in other cases For polit i: 1 advantage and

parsonal qossip. Tt was to limiz use of information concerning

United States persons to legitimate purposes that the restric-

tions ware adoptad on the dissemination ci

te governmental nead

=/ Daletion, where there is no a
by the Privacy Act.

for the information, would be regu
Sce 5 U.S.C. 8552af(e) (1).
- 7 —
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the identity of United States persons whether or not they
were parties to the intercepted communications. During the
1976 election campaign, for instance, a number of fbreign
pcwer qommunications were intercented regarding confidential
statements made by candidate Carter to his advisers or by

his advisers. With rare exception these communications were

‘not disseminated or used.*/ Dissemination or use was allowed

only where necessary to assess the knowledge and intentions

of the foreign powers themselves in terms of what activities
or lack thereof might be motivated by their information on

candidate Carter.

NSA points out, however, that names are often the
single means of relating otherwise seemingly unrelated events,
and their deletion can frustrate the completion of a compre-
hensive intelligence report. In addition, deletion of the
identifying context often results in the deletion of informa-
tion which may be pertinent to an intelligence analyst.

The Department of Jgsticé recognizes that the list of
exceptions under which the identity of a United States person

can be revealed perhaps could be expanded to allow dlSSEnlﬁmulOn

in othar arecas while.still maintaining the protection against

ire not only the
ion which would
ase of these
ation had to be
er.

*/  The Attorney General's procedures re
deletion of a name, but. any other 11form
identify the United States person. In t
communications virtually the entire comm

deleted so as not to identify candidate

rDrrﬁ

'.‘J

qu
he c
unic
C rts

{‘J

- 8 -
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misusze of political and personal informaticn. Sce
Problems (g) and (i), infra. Howevesr, any sxpansion of

the present list of exceptions should be undertaxkesn only
after a careful balance of the actual need for the identity
of the United States person against the potantial for
abuse of such information.

Options:

(1) Am=nd the procedures to =liminate the deletion
requirement where a United States parson is not a party to
the communication to permit the retention of information
identifying U.S. persons, except where personal or domestic
political information is involved.

(2) Except as recommended with respesct to Problems (g)
(corporate identities) and (i) (Law enforcement purpor ),
leave the current deletion requiremeht intact.

Recommendation: The subcommittee recommends Option (2).

- 9 -
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Problem (c)

In certain instances, such zs in the
determination of what STGINT computer seclection
terms pertaining to United States persons nay
or may not be used, the current guidelines vest
in the Attorney Ghn01h1 the rcspons;bilit' for
"personally determining in cach case if the
information being sought constitutes significant
forcipgn intelligence and that such infecrmation
cannot be obtained by mcans other than "electronic
surveillance." '

L

=y
L=

M
£

Under the Attorney Ganeral's procadures relatin
NSA and CIA before a United States person can be targeted the
Attormey General must satisfy himself among other things that

significant foreign 1nte1112ence information is sought and that

T
oy

D

information cannot be obtained by less intrusive means.
Where such matters are certified to by high Executive

officials with expertise in the relevant areab, the Attorney

-

General, of course, gives great weight to the certification.
However, the President's memorandum to the Attorney General
delegating him the authority to approve electronic surveiilances
within the United States ex plicitly piaces in the Attorﬁey
General the Ffinal rCSpOﬂqlbll ty to determine whether the
particular electronic surveillance is necessary. For

electronic surveillance outside the United Statzs, there is

no such explicit memorandum, but the Department of Justice
- 10 -

TOP SECRET UMBRA
HANDLE VIA COMINT CHANNELS ONLY

Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0




Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0

belicves that a similar responsibility -- to the extent
the Attorney General has any authority to approve such
surveillances -- must be inferred. Therefore, until

such time as legislation creates an indepeundant magistrate
andllegitimizes such activities on another basis, the
Department of Justice is of the opiniom that where the
President has delegated to the Attorney'Genéral the

‘President's powers with respect to warrantless survaillanc

U)

6f United States persons, the President’'s power clearly
includes the final determination as to the necessity of
the surveillance, which requires a decision as to the
significance of the foreign intelligence sought and the
feasibility of using less intrusive means to acquire the
information.

Options:

(1) Have the President place the responsibility for
determining the significance of the-inforﬁation.sought
and the feasibility of u‘ino less intrusive means in a
person other than the nttorney Cﬂnnral.‘

(2) Leave the Attorney Gem eral's curreat DOWRrS uﬂchanﬂed

Recommendation: The subcommite 2 recommends Option (2).

- 11 -
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Problem (d) --

‘

The detailed Attorney General guidelines
for SIGINT ILC/NDC operations contain particularly
strict rules against revelation of the identities
of "United States persons"” noted in foreign
communications and against the maintalning of
computer selection terms using such names. This
impedes reporting and data base maintenance, and
creates administrative accountability burdens for
SIGINT collectors.

As noted above, under Problem (b), the restriction
on reporting the identities of United States persons who are
not parties to intercepted communications is based largely

on policy rather than legal considerations. When the United

.States person is a party, legal considerations also come into

play. Inasmuch as the.President's power to proceed without

a judicial warrant is limited to the gathering of foreign
intelligence, it cannot be used to gather domestic intelligence
merely by targeting non-United States persons and providing
the intelligence colleétors with a "watch list" of Americaﬁs
whose'contacts with the non-United Stafes target were to be

reported. The Department of Justice, of course, recognizes that to

~-

- 12 -
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understand the activities of foreign powers may reqdire
knowlédge of the United States persons with whom the
foreign powers deal. And again the ﬁepartment of Justice
believes that the list of specific exceptions to the
deletion requirement perhaps could be expanded in light
of identified areas where the identity of United States
persons is mecessary to the comprehension of information
concerning foreign poweﬁs._ As the procedures currently
exiét, there is one general exception to the deletion
requirement where the identity of the United States persons
in the context of the communication is itself significant

foreign intelligence information.,

It may be more desirable to identify the additional par-
ticular areas where the identity is likély to be important
to an understaﬁding of the information concerning a foreign
power, rather than rely om a broad construction of the
general exception,

As to the impeding.of data base maintenance, there is
a speéific provision excepting from the deletion require-
ment situations where the identity~is necessary to the

maintenance of technical data bases. . Thus, it is not

. =13 -
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believed that the maintenance of the collector's data

- base is impeded, but it may be:trué'that intelligence
data bases generally may be impeded to some extent, see
Problem (g).

Finally, the Départmént of Justice has not seen or
heard evidence of any significant administrative burden
involved in the requirement to repo&t to the Attorney
General annually the number of and basis for disseminations
which inclgde the identity of United States persons. NSA
represented to the Justice Department that this requirement
could be easiiy handled by compuéer. With respect to CIA,
after an initial problem in setting up the operatiom in
light of the procedures, the Department of Justicé was
led to believe that the reporting requiremént would not _
be a serious burden. NSA states that an édministrative
burden has been discovered relating to the need to recéll
and reissue reports where itvhas been determined after the
faét that a person was indeed a United States person. This
occurred on 48 occasions in the last 10 months of 1976.

The Department of Justice does not believe that this history

justifies at this time a change in the procedures. Moreo#er,

NSA's use of a title rather than a name to report identities
- 14 -
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of Government employees does not alter the fact that their
identities are being reported. Where identities are-reported,
an annual report to the Attorney General is the minimum that
can be required to provide an opportunity to oversee NSA's
performance under the procedures and the effect of the pro-
cedures. An alternative which has not been fully explored
would be obtéining the consent of persons with COMINT
clearances (or those personé with COMINT cléazances who are
likely to be parties incidentally intercept=é or mentioned
in intercepted communications}. While the current procedures
requife reports even as to dissemination of identities pur-
suant to consent, the Department of Justiée would be willing
td lift fhis reporting requirement, becuase it would not
constitute an unconsented use of information.

Options: : -

(1) Amend the procedures, in coordination with
collectors and customers, to make a limited expansion of
the current list of exXceptions to »ermit the retention and
use of incidentally intercepted cqmmunicatisns to which a

United States person is a party.*/

*/ See Problems (g) and (i), infra.

-

- 1l4a -~
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(2) Except as recommended with respect to Problem (g)
(corporate identities) and (i)(law.enfércement purposes),
leave the current deletion requirements intact.

(3) Obtain, or seek to obtain, the consent of persons
with COMINT clearances to use and disseminate_communications
to which they are parties or which mention them without
deletion of their identities.

Recommendation: The subcommittee recormends Option (2).

_15 -
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ProElem (e) --

- The Attorney General's expanded defini-
tion of "United States persons," to include "any
other alien known to be presently in the United
States," greatly enlarges the scope of "electronic
surveillance' .restrictions and impacts in several
areas; not the least of these is the basic problem
of how to determine who is or is not an alien
person or entity for the purpocses of foreign

- intelligence.

'The Attorney General's procedures define United

States persons in a fashion much broader than E.O0. 11905

In addition to United States citizens and permanent resident

aliens, who are United States persons under the Order, all
aliens lawfully or unlawfully in the United States are

deemed United States persons unless they are officers or

employees of foreign powers. While it galls many that
an illegal aiien‘in the United States should be entitled
to full Fourth Amendment protections, court cases at the
present time-mandate such a conclusion. Indeed, in the
égég case the Supreme Court involved itself in an extended
analysié to determine whether Colomel Abel's Fourth
Amendment righﬁs were violated, notwithstanding the fact
that he was an illegal alien who was a high officer inm
a Soviet intelligence service. o

| - 16 -
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Others have'questione& the need for Fourth Amendment
protections where no criminal prosecution will be involved,
The Fourth Amendment,lhowever, 1s not primarily a protection
from using evidence in a criminal prosecution -- although
the suppression of evidence obtained in violation of the
Fourth Amendment is a means by which-the Amendment is
enforced. It is; as its language indicates, a protection
against unreasonable searches and seizures by the Government
no matter what the purpose of the search or seizure, Its
essence is to protect a person's justifiable expectation
of privacy from Government invasion. Thus, its protectioms
extend equally to seérches for intelligence purposes as

well as for law enforcement purposes. See United States wv.

United States District Court, 407 U.S. 297 (1972); Zzweibon

v. Mitchell, 516 F.2d 594 (D.C. Cir. 1975).

In fact, by excluding non-U.S. citizens and permanenﬁ

resident aliens who are officers and employees of a

foreign power from the definition of a United States person,

the Department of Justice is giving to the intelligence
community the benefit of the doubt as to the Fourth Amendment

protections afforded such persons to the extent they act in

their official capacity.

- 17 ..' . . pAS
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E.0. 11905 also includes within its definition of United
States persons "corporations or other organizations incorporated
or organized in the United States." BAs to organizatibns, the
Order's definition is underinclusi&e in ‘describing organiza-

tions subject to Fourth Amendment protections, see Berlin

Democratic Club v. Rumsfeld, 410 F. Supp. 144 (D.D. C. 1976),

so the definition in the Attorney General's procedures was
appropriately expanded. With respect to corporations, the
Order's definition was féltvto be overinclusive because corp-
orations incorporated in the United States which in effect act
as extensions of foreign goveinments,,again giving to the
inteliigence agencies the benefit of the doubt as to the Fourth
Amendment's protection of foreign gévernments in the United
States, Qere not thought to *e entitled to the full protections
of the Fourth Amendment. Finally, the pure incorporation test,
while simple in application, was thought to provide a means
by which foreign corporations could avail themselves of
artificial protection merely‘by incorporating in the United
States. Thus, a principal place of business test was used
instead.*/

While the effect of thevdefinition of United States
person in the procedures is at times difficult of application,

the Department of Justice believes it is legally required.

*7 The Department of Justice has no particular need to maintain

the principal place of business test, and if its application is

too difficult in practice, the simple incorporation test could

be used in its place. : BN
- 18 -— . * 1.‘
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Problem (f)

. The current guidelines permit the
identification in SIGINT reports of U.S. Government
officials by name. NSA, however, has opL?d to
restrict such reporting to the 1de1L1f1c tion of
such officials only by title. This was done

because of the concern that the use of nanes

will cause serious problems stemming from the
provisions of the Privacy Act and the Freedom
af 1nforn:t101 Act.

——

This Problem is not in fact a problem with the

Attorney General's procedures, but rather relates to NSA'sg

voluntary practice. The Department of Justice and OMB,

however, are of the opinion that reporting identities of

persons by title rather thaﬁ by name, where that title

by itself or in the context of the communication is
suff1c1ent to identify the specific individual, does not

take the material out of the-definition of "system of records"
in the Privacy Act, See 5 U.S.C. § 352(a)(5). That is, to the
extent that a name ig replaced by a title, but that title

in the context of the message or by itself is sufficient

to identify the specific person, NsA might as well report

the spec1f1c name. This is not to say that the material,
reported either by name or title, is a "system of records.

To fit the statutory definition it must be a system "from

- 19
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which information is retrieved by the name of the
individual or by some identifying mnumber, symbol, or

other identifying particular assigned to th2 individual.™

Thus, NSA may avoid the requirements to publish

1d.
' se2 5 U.S.C.

this material as a "system of records,’
§ 552a(e)(4), by not retrieviﬁg the inforration by the
person's name or title. If NSA is now retrieving by
title, then it is OMB's and Justice's opiznion that NSA must
publish notice of a system of records.*/ If it is mnot naw
rétrieving this information by tifle, then NSA can publish
the names rather than titles and not be required to publish
a notice 1f the material is not retrieved by name.

Reporting by name or title would not appear to

have any relevance to the Freedom of Information Act.

%/ This notice can be as abbreviated for NSA as for CIA,

compare 5 U.S.C. § 552a(j) with 552a(k)
- 19a -
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Problem (g)

There are prohibitions in the current
guidelines against revelation in SIGINT reports
of the specific identity of U.S. corporate
entities. This sometimes impairs the usefulness
of economic SIGINT reporting and precludes the
identification of U.S. finzancial institutions
handling OPEC funds, thus impediug. the ability
of the Intelligence Community to monitor petro-
tollar flow.

The requirement, discussed above with respect to
Problems (b) and (d), that the identities of United States
persons be deleted applies.to corporate persons as well
as natural persons. No specific exception with respect

to corporations was requested by NSA because at the time

it was believed that so long as NSA could retain the
identity in its technical data base no identification in
reports would be necessary. Generally this perception

has proved true in application. Thus, NSA advised its
congumers that there would be no significant effect on the
quality or quantity. of NSA production on ﬁiiateral and
multilateral trade negotiations, international eneréy
policy, intermational finance, political intelligence,
nuclear proliferation, and military assistance intelligence.

- 20 -
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The DCI's review for the NSC concluded that the procedures
would not sericusly affect the production and general
analysis of reporting on major political, economic, and
military subjects.

Nevertheless two specific problems have been identified
in the deletion of corporate identities, Firsc, in export/
ihport trade cases, manufacturers' names or equipment
nomenclature have been deleted, and this can negative
any assessment as to the extent of high technology trade.
Second, the masking of the identities of United States
corporations hampers the correlation of information on
the same subject obtained from collateral sources (e.g.,

it can result in the double counting of OPEC fund transfers)

and impedes the effective targeting of intelligence re-
quirements for collateral sources.

The Department of Justice recognizes the seriousness
of both these problems and believes that the procedures
can be amended in a ‘manner to alleviate both problems
consistent with law and the brotectioﬁ of justifiable

éxpectations of privacy.

. =21 -
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Récommendatioh: The subcommittee f8commends that the
Department of Justice and collectors/customers identify
those areas where corporate identities are important to
understanding significant foreign inﬁelligence, and
that the Attorney General's procedures be amended in

those areas so as not to require deletion.

- 22 -
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Problem (h) --

There are restrictions on the authority
of SIGINT producers to collect and provide to
the Secret Service certain SIGINT information
relative to United States persons who arce rcason-
ably beliecved to constitute a potential threat
to proteoctees.

At the present time the Attorney Gene;al's procedures

* allow NSA and CIA to disseminate any information incidentally
acquired to Secret Service.which information could otherwise
be disseminated pursuant to E.O. 11905. Because of
restrictions in the Executive Ordér itself, however, certain
incidentally acquired informétion concerning the domestic
activities of United States persons cannot be disseminated

to the Secret Service. If the subcommittee's recommendation

in its‘report on E.O. 11905

is.adopted, Secret Service's problems with respect to
incidentally acquired information will be cured.
~ The Secret Service, however, also desires the Attorney
General's procedures to allow for the warrantless targeting
of United Stateé pérsons who the Secret Service believes pose
- 23 =
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a threat to its protectees. To the extent that such
United States persons are agents of a foreign power, as
defined in the procedures, the procedures already érovide
for thapossible warrantless targeting of such persons; but
to the extent that suﬁh persons are not agents of a foreign
power the Department of Justice is firmly convinced that

such warrantless targeting would be unconstitutional.

The Department of the Treasury has submitted a
memorandum to the Departmenﬁ of.Justice providing nationati
security and legal reasons why it considers the Attormey
General's procedures should be modified to authorize NSA
to use selection terms tc target and intercept communi-
cations of United States persons where, based upon the
facts presented to the Attorney Genéral, tﬁere is
reasonable cause to believe that the ﬁnited States person
may be a threat to the President, Vice President, or
a visiting Head of State. Nonetheless, the memorandum
cites no authority for the proﬁdsition

0}

that the Secret Service under its responsibilities to
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protect the President, Vice President, Secretary of the
Treasury, or foreign heads of state in this country are
entitled to engage in warrantless searches of persons not

suspected of being agents of foreign powers.¥*/

*/ One case cited by Treasury, Scherer v. Brennan, 379 F.2d
609 (7th Cir. 1967) affirmed the dismissal oF & civil suit
against Secret Service agents on the grounds of official
immmity; it did not reach the question whether a warrantless
search by them would be constitutional. Indeed, in that
case, the District Court made a finding of fact that the

Secret Service agents had not made any search nor deprived
the subject of any privacy.

~ 24a -
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' To the contrary, where there is'probable cause that
a person is about to commit a Presidential assassination,
Congress has specifically provided for a court order to
authorize the interception of wire or oral communications,

see 18 U.S.C. § 2516(1)(c). Moreover, in Zweibon v. Mitchell,

516 F.2d 594 (D.C. Cir. 1975), the court held that unless
a person was zn agent of or collaborator with a foreign
power, a prior judicial warrant was required before elec-
tronic surveillance could be conducted against the person,
even though the surveillance was for protective purposes.

And in United States v. United States District Court, 407

U.S. 297 (1972), the Supreme Court made clear that a

domestic threat to the mational security, no matter how

‘grave, did not justify an exception to the warrant require-

ment. Given these court cases and the warrant requiremeﬁt
in 18 U.s.C. § 2516(1)(c), the Department of Justice remains
of the firm view that warrantless electronic surveillance
of é United States person for Secret Service protective
purposes, unless the person is an agent of a foreign_powef,
is constitutionally érohibited. '
.25~
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Problem (1)

There is, in the Executive Orddr and -
the ﬂttorne} GCHLIJl s guideliines, a sense of
prohibition against cooperation between foreign
intelligence agancics and law enforcement
~agencies which precludes fully ceffective foreign
intelligence support to law enforcement activities,.
This is especially true in the narcotics area
(which itseclf tends to fall outside the scope
of defined '"foreign intelligence’') and affects

‘most dlrecthSiCJ iT support to D:\, Treasuvy/
Customs and the Coast Cuard.

This problem arsa involves intelligence agency S
support tb law enforcement agencies. Such support can take
two forms -- active collection efforts on behalf of such
agencies and reporting of 1nformat10n acqulred in the
course of foreign intelligence collection. The Executive
Order clearly evidences a presumption against intel’igence
agencies parﬁicipating in 1éw enforcement activities. See
Section 5(e)(1). It is the opinion of the Departmeunt. of
Justiée, however, that while active collection efforts on
behalf of law enforcement agencies is "participation' of

the type prohibited to intelligence agencies, the mere

. reporting of information acquired in the course of foreign

intelligence collection is mot such ”participation.”
Section 5(c)(1)'s statement that nothing in Section 5 shall
prohibit dissemination to law enforcement agencies of
incidentally acquired information indicating involvement

in activities whichvmay be in violation of law reinforces
this conclusion. And the subcommittee's recommended
amendment to Section 5(e)(2) would make this interpreéatién

explicit in the Order. Finally, there is no constitutional

Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095A000300010001-0




TOP SECRET UX2R2A
Sanltlzed Copy Approvea for Release 2011/01/26 : CIA- RDP79M00095A000300010001 0

or statutory bar to 1nformatlon concerning crimes- being dlssem1n~
ated to law enforcement agencies by 1nte111g°nce agency collectors
Although intelligence agency collection on behalf

of law enforcement agencies is within the prohibited
"participation" in E.O. 11905, there are certain exceptions.
First, such partitipation is only prohibited within the

United States. Second, in the zareas of clandestine intelli-

gence activity, intermational narcotics trafficking, and
international terrorism participation is allowed even within

the United States. And third, intelligences agencies may.

provide "specialized equipment or technical knowledge for

use" by Federal law enforcement agencies. See Section 5(e)(1)&(2).

Flnally, not all SIGINT co.lectors are always "foreign

intelligence agencies” within the meaning of Section 5 of

E.O. 11905. While NSA and CIA are for all purposes con;

sidered to be foreign intelligence agencies, which are

barred from "participation" in law enforcement activities

(except as described above), the military services' crypto-

logic agencies are a foreign intelligencg agency only

"while it is engaged in the collection of foreign intelligence

or counterintelligence.” On-this basis, the Office of Legal
.Counsel, by letter of April 30,'1976, approved the Naval , . -
Security Group' s actlve collectlon

27 B
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efforts on behalf of the Coast Guard for its law enforcement
needs.*
The above discussion outlines the legal parameters

(not including the Attorney General's procedures)

within which intelligence agencies may support law enforce-
ment agencies and activities. Specifically, under the
Constitution, statutes and Executive Order, intelligence
agencies may target electronic surveillance against spies,
international terrorists, and international narcoties
traffickers to support law enforcement agencies.**/ in

addition they may disseminate to law enforcement agencies

any information concerning violations of Federal law

acquired in the course of foreign intelligence collection.

*/ An additional prohibition of Section 5(e)(1) of E.O0. 11905
Is that foreign intelligence agencies not fund law enforcement
activities, and inasmuch as NSA provided all the funds for

the Naval Security Groups operation, the Coast Guard was
required to reimburse the Naval Security Group for the
collection effort on behalf of the Coast Guard. In this way

NSA funding of the collection effort was avoided.

iﬁ/ Intelligence agencies cannot target such persons
without a warrant if they are United States persons, i
unless the United States person is the agent of a foreign
power. . ~

- 28 -.
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‘The Attorney General's procedures, ho&ever, cfeate
restrictions which are not otherwise required. Communications
which have a United States person as a party must be
destroyed unless they fall within certain exceptions.

There is no general exception for information concerning
crimes and there is no specific exception fér information
concerning narcotics trafficking, international terrorism,
orbclandestine intelligence activity, although there is

-a general exception for significant foreign intelligence
information and there are sﬁecific exceptions for information
concerning possible threats to the physical safety of any
person, indicating a person is a target of a foreign in-
‘telligence agency, indicating‘the disclosure of classified
information, or indicating that a person may be an agent of
a foreign power. 1In addition, even where a United States
person 1s mot a party. to é comnunication his identity must
be deleted unless one of the above exceptions is met. The
Department of Justice has informed NSA and CIA that "sig-
‘nificant foreign intelligence information" would in almost
all cases not include information concerning international

narcotics trafficking.
- 29 -
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Thus, in practice under the Attorney General's pro-
cedures, a communication with a'United States person
as a party cannot be disseminated on éhe basis that it
contains information concerning international narcotics
trafficking, and it is instead destroyed in accordance with
the procedures. And a United States person's identity
cannot be revesaled in any communication to which he is
not a party-solely on the basis that he is involved in inter-
national narcotics trafficking. 1In the terrorist area,
the same is true with respect to United States persoﬁs who
are ferrorists, unless they act as agents of a foreign
" power (which includes a foreign-based terrorist group) or
the communication itself evidences a possible physical
threat to any person.*/ |

While there may be a certain negative impact from the
procedures on the dissemination of information acquired by

SIGINT regarding internmational terrorism and narcotics

%/ The communications of domestlc-based terrorists are,
therefore, protected unless the communication is ev1dence
of a threat to a person's physical- safety.

- 30 -~
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trafficking, the real impact of the procedures aépears

to be on CIA wiretaps. And it is clear that in a number
of instances important information regarding the identities
and modus operandi of intermational mnarcotics traffickers
has been lost due to the procedures.

In December, 1976, Attornesy General Levi by
letter to the Director, NSA, statad there was no legal
requirement for these restrictions (other than the
restriction on targeting United States persoms). He
noted that while DEA and Treasury/Customs were greatly )
desirous that these restrictions be lifted, NSA and CIA
had objected to lifting the restricfions, for fear that
it would result in a compromise of their intelligence
sources and methods. Given this diéputej Attomey General
Levi did not believe it was proper for him to change the
existing précedures in this regard.*/ It is appropriate

for the SCC to resolve this dispute.

*/ This discussion was included in a letter that authorized
NSA to disseminate to DEA strategic marcotics 1ntelllgence,
which had been a specific recommendation of the DCI's
review, -

- 31 -
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DEA and Treasury/Customs continue to request that
all information concerning intefnational narcotics trafficking
which can legally be disseminated to them in fact be
disseminated to them.*/In addition, DEA requests that
certain ILC channels be targeted by NSA to gather intelligence

on intermaticnal narcotics trafficking (this would not

involve targeting any United States persons).

CIA and NSA, however, are concerned about the security
of ‘their sources and methods. With respect to SIGINT,

disclosure would result in a loss of narcotics intelligence

information as well as possible compromise of certain

- NSA techniques. With respect to CIA wiretaps, disclosure

*/ The Treasury Department motes that Customs authorization
to search at border points is very broad, and that it is _
extremely remote that the "source" leading to an arrest
would be subjected to a discovery motion, particularly

in routine border searches. Even in a strip search or

body cavity search, the "source" would be protected if the
basis for the search were discovered during the border
search. Thus, a routine border search is First accomplished
and a strip or cavity search only conducted if Customs
officers discover other articulable factors. In the rare
case where a discovery motion is made and would possibly
jeopardize a sensitive source, Customs would recommend that
Justice forego prosecution to protect the source. (The
contraband would at least have been removed from circulation.)

- 32 -
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could reveal CIA's unilateral electronic surveillénce
operations in a foreign country, théreby damaging CIA's
liaison relationship there. .

CIA has suggested its willingness to dsseminate
narcotics information concerning Unitéd States persons
to DEA and Customs, provided that the information not be
used for "law enforcement purposes.” (I believes in such
a situation the identity of the United States person will’

not have to be indexed/ retained for purposes of responding
»

-
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to 18 U.S.C. § 3504.%/ CIA's belief here, however, is
mistaken. Section 3504 motioms, are made to discover
whether or not an electronic surveillance was ever made
of the particular person. The Department of
Justice has taken the positionﬁhithe past that where the

intercepted communication is not used, retained, or

disseminated -- or the identity of the intercepted party
is deleted -- no record need be kept, so that an agency

can make a megative response to a § 3504 motion., whenever
the communication is used, retained, or disseminaéed, hodéver,wiﬂxmt
the identity of the United States person party deleted, =
the communication must be retained/indexed, no matter what
the purposc of the use, retention, or disse=mination.
The Department of Justice is curreﬁtly reassessing

its § 3504 guidelines, and it is likely that in the future

’

*/ 18 U.S.C. § 3504 provides a motion whereby any party to
any Federal proceeding may discover whether he has been
subjected to electronic surveillance, and if so, whether
the surveillance was lawful. While such motions are
handled ex parte and in camera by the court, and while the
Department of Justicé is not aware of a single instance

in which an intelligence surveillance has been compromised
against an intelligence agency's wishes pursuant to such

& motion, CIA and NSA feel very strongly that their sur-
veillances should be protected from ever having to go to a

.= 33 -
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whenever a United States person's communication is used,
retained for use, or disseminiﬁed —;Iwhether or not his
identity is deleted -- his identity Qill have to be
retained/indexed for § 3504 purposes.

Therefore, no matter‘for what purpose the information
is retained or disseminated, CIA could not avoid the
§ 3504 indexing requirement. With respect to communications
to which United States pefsons are not parties, however,
. thé elimination of the requirement to delete the identities
of United States persons méﬁtioned would pose virtually
no security risk to sensitive sources and methodé, because
under § 3504 only parties to communications have a right
to make the motion. Therefbre, where United States persons
bare merely mentioned, they could not discover that such

information was obtained or used.

The following is the view of the Department of Justice

‘concerning the possible risk to sensitive sources
and methods that would be posed by dissemination of

communications to which United States persons are parties.

—34 -:

TOP SECRET UMBRA
HANDLE VIA COMINT CHANNELS ONLY

Sanitized Copy Approved for Release 2011/01/26 : CIA-RDP79M00095AOOO3OOO1OO-OA1 -0




' TOP SECRET UMRRA
Sanitized Copy Approved for Release 2011/01/26 _:_Q.IA_:B_[,)PZ%)OO95AOOO300010001-0
o/

M

whenever a United States person's communication 1s used,
retained for use, or disseminiﬁed —;.whether or not his
identity is deleted -- his identity ﬁill have to be
retained/indexed for § 3504 purposes.
Therefore, no matter for what:purpose the information
is retained or disseminated, CIA could not avoid the
! § 3504 indexing requirement. With respect to communications
to which United States persons are not parties, however,
. thé eliﬁination of the requirement to delete the identities
of United States persons méﬁtioned would pose virtually
no security risk to sensitive sources and methodé, because
under § 3504 only parties to communications have a right
to make the motion. Therefore, where United States persons
are merely mentioned, they could not discover that such

information was obtained or used.

The following is the view of the Department of Justice

concerning tte possible risk to sensitive sources
and methods that would be posed by dissemination of

communications to which United States persoms are parties.
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~Were CIA to retain, use; or dissemina;e information
from a United States person's communication relating to
narcotics trafficking, and that peréon were to make a
§ 3504 motion in a criminal prosecution against him, CIA
would have to submit to the court the facts surrounding the
surveillance. These'facts_would be reviewed in camera and
ex parte by the court; that 1s the facts would be kept
secret and not revealed to the person making the motion
>é% to the publlc.—ff the court determines that the over;
hearlng was lawful, no facts concerming the surveillance
are disclosed to the person maklng the motion, although he
is informed that at some time in some place he has been
overheard and than the overhearing was lawful. If in the
unlikely event the court were to determine that the sur-
veillance was unlawful, the Department of Justice would
either appeal the decision or dismiss the prosecution.
In either case no disclosure would be made. The Department

of Justice is not aware of any case where a civil suit has

*/ The Department of Justice reiterates that there has
Been no instance of any leak from a court pursuant to
a § 3504 motionm.
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been instituted after a dismissal of prosecution following
an ex parte determination of illegality. If it were to

occur the Department would seek a protective order to

’.—J

prevent discovery, and if that were not successful,
it could even stipulate liability so as to avoid disclosure.

In short, the Department of Justice belizvas that the

=
]

es haviag no
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relation to § 3504 motions concerning the threat to
sensitive sources and methods posed by § 3504 are somewhat
exaggerated. And it must be recognized by CIA that § 3504
is not avoided by not disseminating information to law
enforcement agencies, because the mere use, retention, or
dissemination for any'purpoéé of United States person's
communication is sufficient to require a response to a
§ 3504 motion.
Options: »
(1) Amending the Attorney General procedures to
exempt from the deletion requirements the identities
of United States persons who are not parties to communications
(a) whenever there is évidence they may be involved in any
criminal activity, or (b) whenever there is evidence they
may be involved in certain specified activities, g.g.,.
clandestine intelligeﬁce activities, terrorism, or narcotics
trafficking. = a
- 36 -
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(2) Amending the Attorﬁey General procedures  to
exempt'from the destruction ana deletion rzquirements the
communications of United States pers&ns incidentally inter:
cepted (a) whenever there is evidence they may be involved
in any criminal activity, or (b) whenever there is
evidence they may be involved in certain specified
activities, £.3., clandestine intellizence activities,
terrorism, or marcotics trafficking.

(3) Not amending the Attorney Ceneral's procedures.

Recommendation: DEA and Customs/Treasury recommend

Options (1)(b) and (2)(b). NSA recommends Option (3).

CIA recommends Option 1(b) and does not object to

Optibn 2(b), if the Department of Justice will agree

to drop any prosecution when in CIA's view the prosecution

will threaten CIA sources and methods.

- 37 -
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Problem (j) --

Current U.S. laws and court actions,
essentially the Privacy and Freedom of Information \
Acts and motions ior disclasurs claiming "clectironic

-surveillance," tend to threaten the revelation of

sensitive SICINT sources and methods. This is
caused by the absence of any general exemption
for signals intelligence information and strict
enjoinder against its use for evidentiary cr
prosecutive purposes in U.S. civil or crinminal
cases.

This problem is not in fact a problem with the
Attorney General's procedures, but rather relates to .
statutory problems which are the subject of another

report by this subcommittee.

~-
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Problem (k) --

) T.here is no formal guidance
relative to the conduct of "live" signals inter-

cepf tralglng within the United Stztes, similar
to LbeAEx1st1ng procedures for the conduct of
SIGINT Test and Evaluation activities.
This problem has never been formally raised with the
Justice Department and it recommends that the applicable
agencies present their views so that the Attorney General may

offer the requested guidance.

In addition to the problems identified in theé DCI's

report, the subcommittee surfaced certain other concerns.

(1) Problems with the review and approval procedure-

for NSA requested, FBI condu;ted special wiretaps.

NSA believes that this review and approval procedure
adversely affects NSA's ability to provide intelligence
to aid the effective conduct of foreign policy. This is
due, in NSA's view, to the possibility of iﬁtéiruption in

coverage (which interruptions have occurred in the past)

- 39 -
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and the number of people exposed to large amounts oﬁ
information with consequent risks 6f disclosure.

NSA consequently recommends that the review and
approval procedures for these wiretaps should be changed:

(1) to limit the Attorney General's approval

to a determination of whether the target is a

foreign power or an agent of a foreign power, and

not allow him to assess whether useful intelligence
information is sought or likely to be obtained;

(2) to limit the Dzpartment of State's role .
to assessing the pélitical risk of the surveillance,
and not allow it to assess the validity of the

“'intelligence requirements;

(3) to allow the FBI "wide latitude to comnduct
feasibility studies and to develop operations plans
and concepts upon the request of NSA;"

(4) to not require the review and approval process
to expose ''detailed information regarding cryptologic
success"; and

(5) to greatiy reduce the documentation required
for 90 day renewals.

- 40 -
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' In the view of the Department of.Justice, recommenda-
tions (1), (2), and (4) would require amendment of the
President's memorandum to the Attornéy General delegating
to him the authority to approve electronic surveillances
in the United States. With respect to recommendation (L),
the Department of Justice opposes it for the reasons
elicited in the discussion of problem (a) of the DCI's
report. As to recommendations (2) and (4), the Department
of Justice and the Department of State do not believe
thaF the political risk can be assessed except in'terms of
the potential benefit to be gained by the surveillance
(which may depend on cryptologic success) and the validity
of the intelligence requirements. As to the FBI's latitude
to conduct feaSlblllty studies or to develop plans, the
Department of Justice is not aware of any restriction on~
the FBI which interferes with the efficient conduct of

studies or development of planms,
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